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SECTION B
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B. 1

Section B: Supplies or Services and Price/ Cost

Section B. Supplies or Services and Prices/Costs

B.1 Brief Description of Services

The primary goal of this performance-based contract is to acquire maintenance, enhancement
and operations services as well as modernization services.

PBGC intends to establish one single-award Indefinite-Delivery Indefinite-Quantity (IDIQ)
contract for Risk Management Early Warning .

Specific requirements are defined in Section C, Performance Work Statement (PWS) and will be
further identified and defined at the task order level.

B.2 Type of Contract

The contract will be Indefinite Delivery Indefinite Quantity (IDIQ) subject to task order
assignments. Task orders may be issued using Fixed Price, Time and Material/Labor Hour,
Cost-Reimbursement, Incentive or a hybrid of these types of contracts. Task Orders may include
option periods as defined in FAR Part 17. Specific tasks and/or work to be performed, will be
detailed in, and solicited by, individual task orders issued under this IDIQ contract.

B.3 Determination of Order Type

Each Request for Task Order Proposal (RFTOP) will state the type of contract deemed
appropriate by PBGC for the resultant task order.

The Contracting Officer will determine task order type on a case-by-case basis. Services will be
defined and priced through individual task orders.
B.4 Minimum and Maximum Quantities

During the contract period of performance (including any options exercised), PBGC shall place
orders with the IDIQ contractor totaling a minimum of $1,000,000.00 over the life of the contract
(including any options exercised).

Base Year: $ TBD AT THE TIME OF AWARD
Option Year 1: $ TBD AT THE TIME OF AWARD
Option Year 2: $ TBD AT THE TIME OF AWARD
Option Year 3: $ TBD AT THE TIME OF AWARD
Option Year 4: $ TBD AT THE TIME OF AWARD
Option Year 5: $ TBD AT THE TIME OF AWARD
Option Year 6: $ TBD AT THE TIME OF AWARD
Option Year 7: $ TBD AT THE TIME OF AWARD
Option Year 8: $ TBD AT THE TIME OF AWARD
Option Year 9: $ TBD AT THE TIME OF AWARD
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The maximum IDIQ amount (the maximum ceiling) shall not exceed $100,000,000.00 over the
life of the contract and applies to the aggregate value of all the task orders. The award of this
Indefinite Delivery/Indefinite Quantity (ID1Q) Contract 16PBGC-TBD is unfunded. The
individual Task Orders issued under the IDIQ will be funded and will provide accounting and
appropriation data. The Government’s only Obligation is $1,000,000.00 to the awardee during
the first year of the contract.

B.5 IDIQ Pricing Schedule:

The Contract Line Item Number (CLIN) structure provided in Attachment B.5, RMEW IDIQ
Price Schedule, establishes CLINs for the contract type/pricing methods available for use under
this contract.

The Contractor shall use the labor categories, fixed hourly rates for the Base and Option Periods
and the contract line item numbers (CLINS) in Attachment B.5 to develop the task order
business/price proposals.

FFP task orders will use the labor rates in the IDIQ Pricing Schedule (Attachment B.5) in
developing the labor price build up for the task order. The contractor is encouraged to propose
lower rates at the task order level considering staffing and system efficiencies that are anticipated
to occur in the option years.

For task orders designated as cost reimbursement, the Contractor shall propose a total cost
estimate using contract labor categories and unloaded direct labor rates (consistent with
Attachment L.3.b Proposed Labor Build Up), estimated hours and other direct costs on an actual
cost basis. Payment however will be in accordance with the applicable payment clause.

For task orders designated as Labor Hour or Time and Material, the Contractor shall propose a
total cost estimate using labor categories and loaded labor rates agreed to in the contract with
estimated total hours for each labor category and estimated material costs, if applicable.

Travel and Other Direct Costs (ODCs) are reimbursable under the applicable CLINSs.
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1. Introduction

The Employee Retirement Income Security Act of 1974 (ERISA) established Pension Benefit
Guaranty Corporation (PBGC) as a federal Corporation to encourage the growth of defined
benefit pension plans, provide timely and uninterrupted payment of pension benefits and keep
pension insurance premiums at a minimum. PBGC protects the pensions of nearly 40 million
workers and retirees in more than 24,000 private defined benefit pension plans. PBGC
administers two insurance programs: Single-employer plans (protects 30 million workers in
22,500 plans) and Multi-employer plans. More information about PBGC and organizational
structure can be found at: http://www.pbgc.gov/. Also, see www.pbgc.gov/about/who-we-
are/pg/executive staff and www.pbgc.gov/about/who-we-are/pbgc-departments.

The mission of the Office of Information Technology (OIT), led by the Chief Information
Officer, is to provide Information Technology (IT) leadership that advances the PBGC mission,
improves management effectiveness, and delivers superior results to the Corporation employees
and U.S. citizens. OIT accomplishes its mission through its four major offices:

o Enterprise Cybersecurity Division (ECD) focuses on Cybersecurity policy and oversight with
partnership with the Privacy Office;

e Enterprise Governance Department (EGD) establishes the CIO’s governance functions such
as the IT Strategic Plan, Enterprise Architecture and IT Capital Planning programs and leads
governance boards such as the IT Portfolio Review Board and Technical Review Board;

o |IT Infrastructure Operations Department (ITIOD) focuses on providing common office
productivity tools for the Corporation, such as desktops, laptops, mobile devices, Office 365,
database platforms, dev/test environments, development tools, production environments,
COOP, security operations, network services, etc.;

e Business Innovation Services Department (BISD) focuses on providing IT program, project,
and contract management for all PBGC’s business systems and a Program Management
Office (PMO) to ensure IT programs and projects are managed with best practices and
disciplined approaches. IT program managers also serve as division managers of BISD’s
four service delivery divisions: Financial Management Services Division (FMSD),
Participant Management Services Division (PMSD), Corporate Management Services
Division (CMSD), and Shared Business Services Division (SBSD). The COR for this
contract is in PMSD.

IT systems within BISD-managed IT programs are primarily funded by business-area
departments (also referred to as stakeholders in this document). BISD’s IT program managers
work shoulder-to-shoulder in partnership with counterpart business-area business program
managers. Together, the program managers lead Integrated Program Teams (IPgT) in managing
the full life cycle of IT programs. The IPgTs include participation from project managers,
Cybersecurity, Privacy, IT Infrastructure, EA, etc. Similarly, IT systems and projects within the
IT programs are overseen by IT project managers who work shoulder-to-shoulder in partnership
with counterpart business-area business project managers. The project managers lead Integrated
Project Teams (IPTs) in managing the full life cycle of IT systems and implementation of IT
projects within the program. Formal and informal mechanisms such as Change Control Boards
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are in place to collectively manage priorities of system improvements. CIO-CXO briefings
(monthly or quarterly) inform executives of the status of systems, risks and issues.

Supporting the IT programs is BISD’s Program Management Office (PMO). As one-stop-shop,
the PMO provides its services across key perspectives:

e People: sound guidance, expertise, outreach, and education

e Process: proven PMI® practices and maintaining PBGC’s IT Solutions Life Cycle
(ITSLCM) which provides the overarching framework for implementing IT at PBGC

e Technology: “P3M”, PBGC’s Microsoft Project Online and SharePoint IT solution
utilized by the IT program and project management community.

The PMO leverages these perspectives in maturing both program and project management and
solutions implementation approaches such as Agile, iterative, etc. All IT programs and projects
adhere to the ITSLCM. IT program and project management and PBGC’s ITSLCM are included
in PBGC Directive IM-05-07 which provides the policies, roles and responsibilities for IT
practitioners. Both the ITSLCM and the IT Management Directive are a part of this contract and
available on www.pbgc.gov https://www.pbgc.gov/about/procurement

With this contract, BISD expects that the contractor’s project managers will join the IT and
business project managers team, while the contractor’s program manager and corporate
executives will function with the IT and business program managers team. This 3-way
partnership (business, BISD and contractor) will lead to successful implementation and overall
management of IT systems.
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2. I'T Environment and Unique Requirements

The IT environment description represents the current systems/applications and key PBGC
stakeholders and is provided to aid in understanding the environment. The PBGC IT
environment continually evolves and will continue to do so over the duration of this contract.
The contractor shall evolve its services and staff to meet PBGC ongoing needs. This evolution
is considered in scope of this contract.

The systems supported by the RMEW contract allows the Office of Negotiations and
Restructuring (ONR), in partnership with the Office of General Counsel (OGC), to receive
mandatory filings from over 2000 external plans, process thousands of documents per year,
conduct business through automated processes, share documentation and coordinate actions
based on key business events.

The mission of the ONR, in partnership with the OGC, is to administer PBGC’s defined
benefit insurance programs and minimize PBGC’s insurance risk exposure. It does this
through monitoring corporate events and transactions, providing financial assistance to
insolvent multiemployer plans, conducting financial and actuarial analysis, negotiating with
underfunded plans to address PBGC’s risk exposure, reviewing/acting on reportable events,
and recommending plan terminations under the single employer program. This mission
directly contributes to PBGC’s Strategic Goal 1 to preserve plans and protect the pensions of
covered workers and retirees by ensuring plans remain funded and risks are identified early
and mitigated. ONR and OGC rely on IT systems to achieve this mission and partner with the
Office of Information Technology (OIT) to maintain a secure, flexible, and scalable
technology that supports effective and efficient business operations. ONR & OIT’s Business
Innovation Services Department (BISD) established the Risk Management and Early
Warning program (RMEW) to provide cutting edge technology systems and solutions to
fulfill its mission. RMEW includes ONR/OGC'’s IT system (and associated sub-systems) that
provide case/matter tracking, workflow automation, document management and electronic
filing receipt required for tracking and sharing information about PBGC insured plans. 1T
services for the RMEW program will be covered under the RMEW contract.

The RMEW system and subsystems are managed by BISD’s Financial Management
Services Division (FMSD) IT program manager and IT project manager in partnership

with ONR’s business program manager, business project manager and supported by the
RMEW contractor. Additionally, business representatives from across ONR/OGC form

a community of interest that provides guidance and approval to

the business program and project managers. The IT and business team manages the full life
cycle of the RMEW system and subsystems, including managing impacts to other systems,
planning out future roadmaps with Enterprise Architecture (EA), preparing and submitting
budget requests, reporting quarterly status updates to the Chief Information Officer (CIO),
Chief of Negotiations and Restructuring (CNR), and General

Counsel (GC), and RMEW Change Control Board (CCB) for prioritizing change requests, and
partnering with EA and Security teams. Currently, ONR is examining the feasibility of
migrating its standard terminations work to RMEW (currently conducted in OBA’s Case
Management System). Additionally, a business needs analysis is being conducted for OGC
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and another is starting for ONR in FY19. These will set the stage for the future of RMEW
systems and program roadmap.

Please see Attachment C.2 for additional information on RMEW environment and
requirements.
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3. Goals and Objective

PBGC’s BISD currently manages several contracts and task orders that provide critical
engineering and operational support for over 20 systems (ranging around 50 applications). This
has created a plethora of challenges that have impacted BISD’s ability to manage its IT contracts
portfolio from the standpoint of both cost and performance effectiveness. To wit:

e Unwarranted price escalation: Historically, contracts have been let for a five-year
performance period. These contracts have had yearly price escalations. However, while
pricing has increased with each option period, the service levels provided have, at best,
remained the same. Thus, rather than contract for efficiencies and effectiveness that
improve over the period of performance with a corresponding decrease in contract costs,
PBGC has paid more for the same service.

e Duplicative efforts and costs: Historically, each PBGC information system is supported
by an individual contract. Multiple vendors hinder the ability to streamline the O&M
processes (e.g. manage and coordinate system patches) which affect other systems and
subsystems. Multiple contracts require multiple CORS to oversee contractor
performance, increasing the workload of BISD personnel. Multiple contracts have
multiple program and project managers thus duplicating costs and exasperating
communications, synergies and effectiveness.

e Contractor stovepipe behavior: Historically, some contractors have held more than one
contract. However, they have operated and acted like separate organization under each
contract. The overhead functions, such as program, quality and operations management
are not shared. This has resulted in BISD’s inability to capitalize on shared resources
from economies of scale. Approaches, standardization, and best practices are not shared
within or across a contractor’s set of teams/contracts.

e Communication challenges: Historically, communication with multiple contractors about
issues affecting multiple systems to generate compatible solutions is cumbersome.

¢ Integrator finger pointing: The company that enhances one application has not always
been the company that enhances another application closely linked to the former. This
has led to conflict and finger pointing between the two companies when issues arise.

e Contractors are not incentivized to suggest innovative ideas or emerging technologies:
Contractors are complacent and lack innovative ideas to improve the systems.

PBGC has shaped this new requirement so that one contractor is responsible for enhancement,
operations, maintenance and potentially modernization efforts for a group of related application
systems. This synergistic approach to managing multiple systems will promote the sharing of
best practices, lessons learned and team communication to increase efficiencies and management
effectiveness as well as anticipated system efficiencies, which should correlate to reduced costs
to PBGC. Moreover, this restructuring will allow BISD to better review and manage its portfolio
from a performance, program management, and financial perspective. Rigorous performance
standards have been put in this new contract to ensure the highest service levels are achieved.
PBGC’s restructuring of the contract with a ten-year performance period allows the opportunity
for the development of a PBGC-centric expertise through long-term relationship building.

PAGE 15 OF 103 16PBGC19R0005



PBGC seeks a vendor partnership that can resolve these aforementioned historical challenges and
who will meet PBGC’s goals and objectives.

The goals and objectives of each contract is to achieve:

Fair and effect cost management

Efficient and streamlined operations by Contractor and BISD
Efficiencies, best practices and innovation in PBGC IT systems
Streamlined and effective communication

Inherent risks that are managed, mitigated and minimized
Collaboration within and across contractors and PBGC

Synergies, efficiencies and best practices across project, IDIQ contract task orders and
contracts

These goals and objectives are supported by the contract requirements and corresponding
performance standards.
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4. Scope

BISD identifies Development, Modernization and Enhancement (DME), Operations and
Maintenance (O&M) and Disposition as six distinct activities, both in terms of the function
provided and the financing mechanism that allows each type of project to precede.

e Development includes completely new initiatives, rarely undertaken by BISD because of
its consistent mission. Development requires substantial funding, Office of Management
and Budget (OMB) approval and a longer-term (more than 12 months) effort.
Development efforts are not needed and are not in the scope of this contract.

e Modernization initiatives add new functions/features and are limited to the need to
change obsolete technology. It also requires substantial funding, Office of Management
and Budget (OMB) approval and a longer-term (more than 12 months) effort. Funding
priorities, primarily, prevent these from being undertaken on a regular basis; however,
there is the potential need for this support to the organization.

e Enhancement is the process used by BISD to add/modify features to existing systems in
support of better business operations for users.

e Operations encompasses service desk tickets response and maintaining uptime to ensure
the system is available and functioning for the user community. The majority of BISD-
managed systems sit on PBGC’s IT Infrastructure. The IT Infrastructure Operations
Department (ITIOD) (with a different set of contractor teams than BISD’s business
applications team) has the primary Operations responsibility but relies on BISD
contractors for Tier 3 support. Thus, the level-of-effort for BISD's Operations support can
vary based on unknown variables driven by IT Infrastructure Operations and its
contractor support.

e Maintenance services provide for the ongoing needs of the current systems (vendor
versions and upgrades, bug fixes) the needs of which fluctuate over time based on events
impacting infrastructure, application patches, etc. This represents an unknown level of
effort because the product vendors drive these timelines; Maintenance is often undertaken
in combination with Enhancements for efficiency purposes.

e Disposition provides for a planned approach to close or terminate an IT program or
solution once it has reached the end of its useful lifecycle while ensuring that vital
information is preserved for future restoration and/or reactivation, if necessary.
Disposition activities include destroying, recycling, or repurposing IT solutions.

The IT support services required by this contract are guided by PBGC’s IT Solutions Lifecycle
Management (ITSLCM) framework from conception to decommission and are defined for the
purposes of this solicitation as the set of activities related to Planning, Execution (of
maintenance, enhancement and modernization activities), and Operations and Disposition of
specified PBGC applications and/or the integration with other systems.

The contractor shall follow and comply with the ITSLCM framework as it evolves over the life
of this contract.

The scope of work for the awarded contract includes:

9
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4.1 Program and Project Management Support

4.2 IT Solutions Lifecycle Systems Engineering Services
4.2.1 Planning Services
4.2.2 Execution Services: Maintenance, Enhancement, Modernization
4.3.3 Operations and Disposition Services

4.3 Professional Advisory/Consulting Services

This contact scope primarily requires Maintenance, Enhancements, and Operations and
Disposition services. Activities that may be undertaken as the need arises include Modernization,
Planning Services, and Professional Advisory/Consulting services.

This contract is intended to be 10 years in duration. Thus, PBGC systems, applications, COTS
products, etc. are expected to evolve and change during the life of the contract; these changes are
considered in-scope.

4.1 Program and Project Management Support

4.1.1 Program Management Support

The Contractor’s program manager (PgM) shall provide overarching management, direction,
administration, quality assurance, and leadership of all task orders issued under this contract.
The Contractor shall maintain the progress and productive mutual interaction of various parties
in such a way that overall risk of program and project failure is reduced. The Contractor shall
have the ability to adapt to the various internal procedures, and to form close links with the
nominated PBGC representatives to ensure that the key issues of cost, time, quality, and client
satisfaction can be realized. The Contractor shall:

A. Develop and deliver a program management plan that defines how the program manager
will accomplish the tasks identified in this section.

B. Ensure consistent practices and coordination among task orders and work being
conducted within a task order. This includes management and oversight of all project
management plans, configuration management plans, and other project, system-level or
subsidiary planning.

C. Coordinate activities across systems within and among awarded task orders (e.g. end-to-
end integrated testing, peak period performance testing, etc. See Section C.2, Systems
Data table.

D. Identify and balance resources among and within task orders to ensure the most efficient
staffing required to meet PBGC’s goals.

E. Facilitate the work required and enable an adequate level of communication with the
Government.

F. Oversee all activities performed by contractor personnel, including subcontractors, to
satisfy the requirements identified in this contract.

G. Maintain access to resources that can be called upon to fulfill task order requirements
under the contract.

10
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H. Prepare and monitor a quality assurance plan to ensure services and deliverables for the
contract meet the highest level of quality and demonstrate continuing quality
improvement. At a minimum, the quality assurance plan should include peer and/or
secondary review of documentation, code, and other deliverables submitted.

. Bring to the government’s attention new approaches, ideas, innovations, process improvements,
methods or technologies to enhance/improve operations and demonstrate continuous
improvement.

J.  Prepare and conduct monthly Program Management Reviews (PMRs) with PBGC staff as agreed
with COR to review contract performance across all Task Orders' task areas, system and project
performance and overall program performance in meeting program objectives. Provide aggregate
program reporting that summarizes this performance to include:

1. Program level summary of system and project status
2. Program roadmap identifying current and future projects and milestones

3. Demonstrated stabilization of the systems with identification of enhancements to
defect resolution ratio

4. Program level customer satisfaction

5. Management dashboard reporting -- demonstrating 1) trends in system operations and
performance, 2) impacts of proposed changes and 3) other data important for PBGC
decision making.

11
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4.1.2 Project Management Support

The contractor shall conduct project management activities to actively plan and manage ongoing
projects. The contractor shall:

A. Develop project management plans and project baselines for identified projects to include
releases or any activity where resources are deployed to make changes to or support the
PBGC systems

B. Conduct scope management to ensure project scope is baselined and changes to scope are
managed through the project lifecycle. Establish and follow procedures for release
management and change control, including an impact assessment.

C. Conduct schedule management to include establishing a resource-loaded and baselined
schedule in PBGC’s approved project management system (currently Microsoft Project
Online, a.k.a. P3M)

D. Conduct cost management to ensure baselined costs are maintained and managed
throughout the project lifecycle to include reporting on burn rates and associated cost
measures.

E. Conduct earned-value-management to identify earned value metrics and status for
projects.

F. Maintain relationship and partnership with all integrated system leadership for systems
both internal and external to the project IT applications/systems.

4.1.2.1 Issue and Risk Management

PBGC places great importance on actively performing risk management. Identifying,
developing mitigation strategies and effectively escalating risks are a key component of project
management. See Section C.2, Systems Data table. The Contractor shall:

A. Establish risk management plan based on PBGC Risk Management Policy

B. Identify and track risks that may impact the project and PBGC systems and identify
mitigation strategies in BISD’s system of record (currently P3M)

C. Identify and track issues and work to resolve to ensure system operations and release
remain on-schedule

4.1.22 Status Reporting

Regular and ad hoc reporting is required to ensure all PBGC project stakeholders are aware of
project and system status. The Contractor shall provide regular status and ad hoc reporting to
COR, IPT, executive sponsors for all contractor activities.

4123 Integrated Project Team (IPT) and Change Control Board (CCB)

PBGC uses integrated project teams (IPTs) to provide governance and guidance for IT systems
and projects. These IPTs consist of members from various PBGC stakeholder groups including
the Information System Owner, Information System Security Manager, IT Infrastructure,
Enterprise Architecture, system operations and development team, IT project manager and many
others. All system operations and changes shall be guided by an IPT.

12

PAGE 20 OF 103 16PBGC19R0005



In addition to IPTs, PBGC uses change control boards (CCBs) to authorize the scope, schedule
and cost of system releases. CCB membership is like that of IPTs but also includes program
level representation. All system changes proposed by the IPT must be agreed to by the CCB.
See Section C.2, Systems Data table. The contractor shall:

A. Coordinate and facilitate IPT and CCB governance bodies to enable decisions on system
changes and to provide a venue for dissemination of system information.

B. Provide status on system operations and changes.
4.124 Meeting Participation

Throughout the management and support of PBGC systems and projects, meetings will be
conducted to gather information, make decisions, disseminate information, etc. Conducting
efficient meetings and maintaining accurate minutes of those meetings is essential to the success
of PBGC projects. See Section C.2, Systems Data table. The Contractor shall:

A. Develop agendas and circulate those agendas ahead of any meetings organized by the
contractor

B. Develop meeting materials when the contractor is presenting.

C. Facilitate meetings that allow for in-person and/or remote participation via
teleconference, Skype and/or other remote participation tools.

D. Record and provide minutes of all meetings conducted or attended as part of this contract
work and deliver those minutes for participant review and comment

E. Participate in meetings as required for other PBGC efforts that may impact or be
impacted by this contract.

4.1.2.5 System Documentation and Documentation Maintenance

PBGC system documentation includes any documentation generated as part of a maintenance,
enhancement or modernization effort, technical documentation, training materials, operational
manuals, meeting agendas/minutes and any documentation used or created as part of the
performance of PBGC system support. All documentation shall be maintained and kept current
during the maintenance period by the Contractor using PBGC’s SharePoint sites or another
PBGC approved tool. The Contractor shall:

A. Develop or update PBGC documentation, including manuals (e.g., operations, system
administration, system maintenance, user and training) and plans (e.g. system integration
and site implementation). Documentation shall follow the latest approved standards at the
time of the execution effort and delivery of the system. The Contractor shall develop
documentation and/or update existing ITSLCM documents that are required as a result.

B. Maintain and revise PBGC system and business process documentation in accordance
with changes made to PBGC.

4.1.2.6  Technical Writing

Production of high quality system documentation and written deliverables is an important
requirement of the services provided under this contract. The Contractor shall ensure that

13
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professionals with skill in technical writing are used in creation of contract deliverables. These
deliverables should be of high quality, technically accurate, written for the appropriate audience
and minimized grammatical and spelling errors. Technical writing services may be required for
production of stand-alone PBGC documentation. See Section C.2, Systems Data table.

4.1.3 Transition Support

The objective of transition support is to ensure continuity of services in the areas supported by
the incumbent while the incoming contractor learns how to support these services. The
Contractor shall support transition from the outgoing incumbent, as well as transition to PBGC
or a new contractor, if required.

4.1.3.1 Transition In

Upon award, the Contractor shall begin an effective transition of work from the incumbent. The
contractor shall assume full responsibility for an orderly phase-in of operations that minimize the
impact to PBGC. The contractor shall ensure that transition activities are transparent to the
current operations and do not disrupt or adversely affect the current day to day operations. The
transition in period shall not exceed 60 days after contract award. The plan should address all
work to be assumed from the incumbent and the tasks required to accomplish successfully taking
on the scope of work including onboarding, technical access, transfer of documentation, transfer
of all knowledge and any other activities required.

4.1.3.2 Transition Out

The Contractor shall accommodate transition for at least two (2) months of its functions to
PBGC or a new contractor upon re-compete of this contract. The Contractor shall deliver all
documentation, information for the operation and maintenance of the PBGC systems, and
provide communications, training, and support to PBGC to ensure a successful transition of
PBGC to another vendor. The Contractor shall develop a Transition Strategy detailing the steps
necessary to transition operations and maintenance to PBGC, another PBGC selected vendor and
any documentation or activities for releases work that may be underway. At completion of the
contract, all licenses revert to PBGC. All documentation shall be maintained and kept current
during the transition period by the Contractor.

4.2 1T Solutions Lifecycle Services

The contractor shall provide cradle-to-grave IT systems services for PBGC hosted and externally
hosted systems/applications. The contractor shall adhere to/comply with governance gates and
reviews; standards and deliverables; roles, and planning, implementation, maintenance, and
disposition of IT solutions throughout their lifecycle. In particular, all system work will be
guided by the PBGC IT Solutions Lifecycle Management (ITSLCM) Framework: Planning,
Execution (Maintenance, Enhancement and Modernization), and Operations and Disposition and
the responsibilities (defined in the IT Management Directive 05-07). See Attachment C.4.2.a
ITSLCM Framework v3.0 and Attachment C.4.2.b ITSLCM Handbook v3.0.

14
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4.2.1 Planning Services

The contractor shall provide planning services, including product and development-methodology
selection. The contractor shall perform tasks and create deliverables, so the solution meets the
intended business need in accordance with all applicable policies, procedures, standards and
guidelines.

4.2.1.1 Business Needs Analysis

A BNA is a planning effort based on research and analysis that results in recommendations for
improvement in a specific business area or issue. BNAs are conducted to ensure that IT
investments are targeted to those areas in needs. BNAs are led by PBGC’s Enterprise
Architecture Division (EAD) and their EA support contractor. BNA recommendations may
address the following architectural categories: Strategy and Performance, Business, Data and
Information, Applications, Infrastructure, and Cybersecurity and Privacy. The three types of
business needs analysis efforts at PBGC are Segment Architecture, Architectural Analysis, and
Small-Scope Analysis (The methodology provides a detailed guidance for conducting these types
of BNA’S))

A. A Segment Architecture is a planning effort to produce a holistic view of a business area
(e.g., a segment) from an architectural perspective. The architectural perspective may
address elements of strategy, performance, business, data, applications, infrastructure,
and security of a given domain. The Segment Architecture Approach provides guidance
to develop a new or refresh an existing segment, and is designed to accommodate
increased flexibility, applicability, and inclusivity of the larger set of the planning
processes.

B. An Architectural Analysis is a focused research or planning effort, and the scope is
smaller than a full segment, or segment architecture work has been completed and needs
additional details. The Architectural Analysis Approach is designed to meet the
investment owners’ specific technical or budget planning goals for architectural analyses
of all sizes.

C. A Small-Scope Analysis is a limited-scale analysis where goals, objectives, weaknesses,
and opportunities are known. The Small-Scope Analysis Approach follows the same
general guidelines and principles for an Architectural Analysis except that some activities
and deliverables may be removed due to the decreased size and complexity of the
analysis scope.

The contractor shall:
1. Provide the as-is environment to the BNA team.
2. ldentify the impact of any upcoming changes to this contract.
42.1.2  Alternatives Analysis and Feasibility Studies

In accordance with EA standards, alternative analyses and feasibility studies te determine the
appropriate technology or solution area to implement in given situations. 1T solutions and
products recommended for use in the PBGC business IT environment have an identified business
need documented and adhere to the Alternatives Analysis Standard and Methodology.

For small efforts, the Contractor shall
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o ldentify, analyze and evaluate the advantages and disadvantages of each of the
alternatives chosen, considering the evaluation criteria that has been established.

e Document the result of this evaluation to describe how each of the alternatives was
judged per each of the criteria, and which permits a comparison of the relative merits and
drawbacks of each alternative.

For larger analysis efforts, the Contractor shall

« Participate in the establishment of an Alternatives Analysis (AA) Integrated Project Team
(IPT) using the AA Methodology to determine the product or solution that is the overall
best fit for PBGC.

« Follow these process steps for an Alternatives Analysis:
A. Establish AA IPT
Define Business and Technical Requirements and Use Cases
Define Evaluation Criteria and Weightings
Identify Alternative Options and Conduct Market Research
Conduct Initial Assessment, Score and Evaluate and eliminate options
Conduct Cost Benefits Analysis with Risk adjusted costs and eliminate options

@ m mo O W

Recommend Solution - Presentation for Pre-Acquisition Review - Viability and
Technical Acceptance

H. Present recommendations to the TRB and ITPRB for their approval prior to
initiating activities with the Procurement Department to acquire the IT product or
solution.

Note: Alternatives analysis for make/buy decisions and modernization projects are not within the
scope of this contract.

4213 Cybersecurity and Privacy

Cybersecurity and privacy are a priority for PBGC and for the PBGC IT systems and includes
ensuring Cybersecurity and Privacy controls are built into changes to PBGC systems. Security
and privacy requirements are considered for every systems effort, cradle to grave. In addition,
consideration must be given to protecting sensitive data with special protections for personally
identifiable information (PI1) contained in PBGC systems. Included in this area is the review of
existing system Cybersecurity and Privacy, analysis of control sufficiency and support for
establishment and review of system security plans and configuration baselines. At a minimum,
the Contractor shall:

A. Review PBGC’s Risk Management Framework (RMF) process and PBGC’s
Cybersecurity and Privacy Catalog to determine the required security and privacy
activities, and deliverables.

B. Complete required security and privacy tasks
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4.2.2

Execution Services: Modernization, Enhancement and Maintenance

The Contractor shall conduct system development lifecycle (SDLC) activities to provide
maintenance, enhancement and/or modernization (execution services) to PBGC systems. The
contractor will be versed in a wide variety of SDLC methodologies — ranging from pure
Waterfall to Agile as well as combinations of methodologies — and adapt these as appropriate to
the system and stakeholders. At a minimum, the contractor shall conduct the activities and
provide the items defined below. These items are not intended to be linear when an Agile or
hybrid methodology is applied.

Requirements Definition, Analysis and Specification

A

4221

Document the expected benefits, scope, assumptions and constraints, interfaces,
functional requirements and operational requirements for each project and/or system
change.

Work with the business owners, subject matter experts (SME), and other stakeholders to
decompose, analyze, and document requirement specifications into their lowest level of
detail that is also testable.

Identify, analyze, document, and obtain approval for the detailed requirement
specifications. Depending on the SDLC being used, specific requirements may be
developed as part of overall effort for more Agile methodologies as approved by COR,
business stakeholders and IPT.

. Create a requirements traceability matrix (RTM) to track the detailed requirements

specifications, and update and maintain the traceability matrix with all requirements,
design, test scripts, source code, and tables, as they arise.

Document requirements and RTM using a PBGC approved tool (currently Services
Now).

Design and Design Specification

. Design and develop the software solution to meet or exceed the functional and technical

requirements identified in the detailed requirements specifications document. The
Contractor shall develop a comprehensive design approach to execute detailed
requirement specifications as per the agreed SDLC methodology. The Contractor's
detailed design shall provide as appropriate:

1. Functional design
2. Technical design

3. Architecture design
4. Security Design

5. Logical Data Model
6. Physical Data Model

Provide a solutions design document with the specifications on how to build or configure
the solution that describes and documents the functional, technical, architectural and
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4222
A.

4223

security requirements, components, attributes, relationships, and information flow. This
information provides the details necessary to construct the solution.

Create a solution impact identification document to identify the impact that the PBGC
changes will have on existing business processes, integrated systems, active production
applications, and existing infrastructure requirements.

Identify PBGC shared services that are used by or built for PBGC and identify which
existing PBGC software service components this system will use such as document
imaging, correspondence tracking, and letter generation.

Development (Prototyping, Coding and Configuration)

Translate detailed requirements specifications and detailed design into system
components, code or both along with any associated system configurations required. For
more Agile methodologies, the Contractor shall develop detailed requirements and design
as part of overall development effort as agreed by COR, business partners and IPT.

Develop system prototypes as requested that shall be tested and evaluated before the full
systems development effort.

Adhere to the development standards and agreed development methodology in effect
during TO period of performance.

. Establish procedures and utilize metrics and automated tools to track productivity and

defects in deliverables.

Conduct quality assurance activities related to development activities as defined in the
quality assurance plan to ensure the new system or system changes are free from defects
and meet the requirements and design expectations.

Testing

As the PBGC systems represent critical and front-line IT support systems for PBGC operations,
it is essential the IT changes put into production are released without defects. A robust testing
plan and effort is essential to supporting IT execution services. As a minimum, the Contractor

shall:

A

Perform testing in accordance with the guidelines defined by the ITSLCM. The
Contractor shall document its test methodology and procedures in the Test Plan
document.

Conduct unit, system, system integration, and performance testing in the integrated and
testing PBGC Common Development Environments (CDE-T, CDE-I) for software to be
hosted by PBGC. User Acceptance and all other testing must be conducted in the PBGC
Integration and Testing Center (ITC) for software to be hosted by PBGC. The ITC
provides a controlled and isolated environment for pre-release testing prior to being
deployed into production. In accordance with the Contractor’s test plan document, the
Contractor shall schedule testing activities in ITC. It is required that all the changes
proposed for a given release are fully-tested and present at the beginning to each testing
phase as a clean baseline to reduce opportunities for regression defects.

Document findings and results in the test results report document upon successful
completion of each of the test phases (e.g., Unit, System, System Integration).

18

PAGE 26 OF 103 16PBGC19R0005



D. Maintain and update a baseline of regression testing scripts to be used to validate that
changes introduced to the system do not inadvertently result in creating errors in existing
PBGC system components.

E. Resolve defects identified during any phase of the testing effort to ensure that defects are
not introduced to production.

F. Implement, or where available use, automated testing to reduce the overall time required
to test and increase testing accuracy.

G. Utilize the PBGC approved tool (currently HP Quality Center and other HP testing tools)
to record test scripts and track testing progress and results.

H. Support the following PBGC conducted-testing activities by providing guidance and
access to technical staff for:

1. User Acceptance Testing including but not limited to:

a. UAT setup to ensure environment and testing baseline is ready for UAT
on day-one of the UAT testing phase

b. Providing test data
c. Periodic (up to daily) defect review meetings to review UAT testing status

d. Coordination with UAT testers to assist with questions on potential defects
and new functionality

2. Security Certification and Accreditation Testing
4224 Implementation and Deployment

Deployment of system changes and/or new systems is coordinated with PBGC’s IT infrastructure
team. (The contractor will not have rights to make changes in the production environment.) At
a minimum, the Contractor shall:

A. Develop a deployment plan which includes detailed deployment activities necessary to
deploy and back out the system and/or system changes to each environment identified in the
solution environment plan.

B. Coordinate a deployment plan that includes all the changes for PBGC and integrated systems
and activities of any team or individual required to complete a deployment.

C. Coordinate deployment of system changes during the deployment period to ensure successful
introduction of changes to the production environment and continuity of operations (COOP)
environment.

4225 Operations Turnover

Following deployment of a system or system changes, production support will be provided by
the infrastructure team - either the PBGC IT Infrastructure Operations Department (ITIOD) for
PBGC hosted systems/applications or by the externally hosted system provider. The Contractor,
as the application support team, shall ensure that the infrastructure team members are equipped
to operate and maintain the system as system changes are introduced. At a minimum, the
Contractor shall:
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A. Prepare, assemble and deliver updates to all relevant operations documentation, user
documentation, and desktop procedures documentation affected by the enhancement.

B. Thoroughly review change with the organizations responsible for operation of the
enhancement, and any impacted interfacing systems, prior to acceptance of the
documentation by BISD.

4226  Cybersecurity and Privacy

Included in this area is the review of existing system Cybersecurity and Privacy, analysis of
control sufficiency and support for establishment and review of system security plans and
configuration baselines. At a minimum, the Contractor shall:

A. Review PBGC’s Risk Management Framework (RMF) process and PBGC’s
Cybersecurity and Privacy Catalog to determine the required security and privacy
activities, and deliverables.

B. Complete/support required security and privacy deliverables such as:

1. Provide analysis of NIST 800-53 controls as related to system architecture and
make recommendations for incorporating controls into PBGC systems

2. Support analysis of vulnerability scan results and remediation of system
vulnerabilities

3. Incorporate remediation of Plan of Action and Milestones (POA&M) items into
system releases as applicable

4. Ensure changes to PBGC systems comply with Federal and PBGC security and
privacy requirements and regulations.

4227 Change Management

Changes to PBGC IT systems are guided by an established change management process that
dictates the steps required to introduce changes into the production environment. The change
management processes are related to any change and/or release for PBGC requiring a code
change or modification outside of configurations made by PBGC system administrators via
support requests. The contractor shall:

A. Support and facilitate PBGC IT change management process for active releases

B. Comply with all PBGC change and release management processes and represent PBGC
at the Change Advisory Board (CAB) meetings to present Requests for Changes (RFCs).

C. Provide updates to the COR and PBGC IPTs on upcoming changes that may impact
PBGC systems

4228  Release Management

PBGC systems are highly integrated with many internal and external systems. Changes to

BISD-managed systems are packaged into releases that must be coordinated with integrated
systems and other system releases integrated with BISD-managed systems. In an effort to

ensure organized and well described releases, the contractor shall:
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C.
D.

4229

. Support release planning efforts to include prioritization and categorization of release

items.
Coordinate and/or de-conflict system releases with other integrated systems.
Associate release items with a given release.

Utilize PBGC approved release and change management tracking tools (currently Service
Now).

Maintenance/Emergency Release Development and Configuration

In addition to planned releases, there may be basic, or emergency release changes required to
accommodate COTS patching, defect/bug fixes or other small routine updates as required. In
some situations, code changes are required to resolve system issues or to introduce changes that
are urgent due to the sensitivity of the change, impact to business operations or identification of
unexpected changes. The Contractor shall:

A

B.

F.

Test and implement maintenance releases (patching, defect/bug fixes, vendor-supported
version upgrades and other maintenance changes).

Test and implement emergency releases to restore production functionality or resolve
critical system defect.

Use development activities as defined in Section 4.2.2.3 Development, above as may be
tailored given the size and nature of the maintenance/emergency release.

. Conduct analysis, testing and implementation support for COTS configuration changes or

code changes

Maintain and update the software applications to keep current with required operating
system or changes to web services consumed. As part of this process, the Contractor
shall:

1. Develop a patch management strategy in order to assess, propose, and keep the
COTS current (for COTS functional patches) and to support PBGC’s periodic
rollout of Security and OS patching, and

2. Implement version control and release management procedures integrated with
the overall configuration management approach. Before implementation of a bug-
fix or patch, the Contractor shall assess the impact of any hardware and software
upgrades to system infrastructure, performance, security, and version
compatibility, and shall test all new software releases.

Support the deployment of the patch or new release. (PBGC staff will perform the roll-
out of system upgrades or enhancements in all PBGC hosted environments.)

4.2.2.10 Demand and Backlog Management

Proposed changes to BISD-managed systems originate from several areas including end users,
system administrators, the information system owner (1SO), the information system security
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manager (ISSM) and many others. Proposed changes must be properly logged and prioritized to
be allocated to a system release. To support this area, the Contractor shall:

A. Collect and maintain backlog items for system changes as part of an established system
backlog.

B. Coordinate regular prioritization and grooming of backlog items to include identification
of priority and level-of-effort required to complete along with benefits.

C. Track backlog and associated information in PBGC approved tool (currently Services
Now).

42.2.11 Configuration Management
The Contractor shall adhere to all PBGC configuration management policies and procedures.

The Contractor shall develop, implement and maintain a configuration management (CM)
program that conforms to established PBGC requirements and practices and includes, but is not
limited to, the following:

A. Establishing baselines.

B. Formal methods of initiating changes to the configuration baseline.

C. Standards and procedures to insure configuration documentation is current and accurate.
D

. Assistance with software reviews to ensure that newly developed software conforms to
approved functional and physical specifications.

m

Procedures to assess proposed changes on the operation of the systems.

F. Procedures to implement approved hardware and software modifications and technology
upgrades.

G. Identity of all software, hardware and documentation components of an automated
information system.

H. Procedures for storing, accessing and releasing newly developed software releases.

The Contractor shall:

A. ldentify, communicate and revisit production and non-production environment needs via
Solution Environment Plan.

B. Develop and maintain system configuration and code in accordance with configuration
management plan.

C. Ensure execution activities are conducted in the non-production environments.

D. Ensure code is promoted through the PBGC-approved code repository (currently Serena’s
Program Version Control System (PVCS)) for software change control within the
enterprise-wide IT environment.

E. Conduct configuration management activities using this tool and/or other PBGC
approved configuration management tools.
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F. Establish configuration management baseline and maintain the baseline for existing
systems.

G. Ensure that all configuration management policies are followed so that configuration of
BISD-managed systems and all their environments are accurately reflected in their
documentation and code libraries and tools supporting BISD-managed systems.

4.2.2.12 Technical Reference Model/Review Board (TRM/TRB) Support

Only those IT solutions and technologies that are approved and listed on PBGC’s Technical
Reference Model (TRM) will be allowed to be implemented. Governance of the TRM is
performed by the PBGC Technical Review Board (TRB). To support implementation of
technologies and to allow for updates to existing technologies, the Contractor shall:

A. Facilitate and prepare materials for the TRB review process for updates to PBGC system
components, any software or tools and any other technologies required to operate and
execute PBGC systems.

B. Participate in TRB meetings and support justification of changes to the TRM on behalf of
PBGC systems.

42.2.13 Data Model Development and Maintenance

All PBGC IT systems require the development and maintenance of data models depicting the
information stored and used by the system. Both logical and physical data models are used to
track and understand system information. The Contractor shall develop and/or maintain system
data models (logical and physical) for existing PBGC systems.

42214 Training

The operation of BISD-managed systems is very complex and requires detailed understanding by
end-users, thus training of the user community (to include system administrators as well as end
users) is required. The Contractor shall:

A. Design, develop and prepare training materials and training aids, for users, operators and
other staff in the operation, function, use or maintenance of the PBGC systems and the
enhancements to those systems.

B. Develop and prepare training schedules and all supporting materials that will be used for
implementation training and operation of new systems or system enhancements.

C. Update existing training materials and training aids to reflect any system changes.
422,15 Data Quality Management

BISD system data quality must be maintained to ensure the BISD-managed systems can provide
accurate and timely calculation and reporting of data. In addition to ensuring the accuracy of data
within existing systems, periodically, data may be moved to other systems or system
components. See Section C.2, Systems Data table.

Data/File Migration and Conversion
For changes to underlying system infrastructure, the Contractor shall:

A. Develop and execute migration plans for moving data/files between existing systems as
required. This could be across operating systems, hardware platforms or different types of
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database management systems. The Contractor shall develop procedures and proposed
methods for performing the data/file migrations with a minimum of disruption to the end-
users.

B. Create a technical Data Conversion Plan that outlines the strategy and technical requirements
to transition data and processes.

1. Collaborate with the project team to determine the scope of the data that will be
targeted for conversion.

2. Propose an approach for reconciling source and target conversions.

Detail use of programmatic controls, COTS or customized reports, queries, etc. to
ensure the successful conversion reconciliation.

4. Be clear as to timelines, roles, and responsibilities (those of Contractor and of PBGC)
for conversion reconciliation.

5. Include a milestone for the business area’s approval of the completed reconciliation
process.

C. Execute Data Conversion Plan activities designated as the responsibility of the contractor:

1. Design and document all data conversion utilities, routines, or scripts to be used
for the data load formats and structure.

Import all legacy data.

3. Reports and control mechanisms stipulated in the Data Conversion Plan to ensure
complete and accurate data conversion.

4. Modify the project plan as necessary to include additional data, reports and
control mechanism to ensure successful data conversion.

5. Maintain a log of all conversion items, issues, and their resolutions.
6. Report progress and issues at Integrated Project Team (IPT) meetings.
Data/File Validation

Examining and correcting bulk or isolated data conditions is required to maintain and validate
the accuracy of BISD system information. The Contractor shall:

A. Conduct activities to validate the accuracy of data within BISD-managed systems and
data inputs to those systems.

B. Develop scripts, system changes or other tools to correct or resolve issues of data
accuracy within the BISD systems or data files being loaded into the systems

4.2.3 Operations and Disposition Services

The contractor shall provide operations and disposition support to the IT systems in the
production environment per the last set of approved requirements, such as Technical and
Operations Support and disaster recovery/Continuity of Operations Plan (COOP). Once it is
determined an IT solution or program is at the end of its useful life cycle, disposition activities
include destroying, recycling, or repurposing IT solutions.
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The contractor shall use existing and new sources of data (i.e. analytics reports, customer
feedback, usability studies, etc.) to provide recommendations for improving usability and
operational performance.

4231 Tier-3 Technical and Operations Support

Tier-3 technical and operations support relates to all activities to support end-users in their use of
the system and to resolve issues for those users in completing system tasks. See Section C.2,
Systems Data table.

The Contractor shall:

A. Respond to and resolve technical and operational issues encountered by users interacting
with the system. This includes conducting incident and problem management such as:

1. Respond to requests to resolve user, request or issues.
2. Research, analyze and resolve system technical issues.
3. Track problem ticket and system enhancement requests.

B. Coordinate responses with the server, desktop, and database administrators to answer
questions, restore operations from an outage, or resolve environmental issues that are
affecting business operations.

C. Track and record incident and problem tickets in the form of Production Trouble Reports
(PTRs).

D. Track and resolve software problems related to the PBGC systems ((currently through
Service Now)) and provide status updates and reports until the problem report is closed.

E. Provide weekly status reports for progress made on open Production Trouble Reports
(PTRs) to the COR.

F. Discuss and prioritize with BISD, for the appropriate release, PTRs that require code
changes.

G. Review and analyze PBGC application processing problems, including error messages,
and provide for timely correction.

H. Coordinate with Externally Hosted Applications (i.e. Oracle, DOI, etc.) for system issue
and problem resolution.

I. Provide pro-active system monitoring to identify system faults prior to impacts to end-
users.

J. Monitor web and system statistics in coordination with web and system administration
teams.

K. Respond to user requests regarding system usage or issues.

L. Perform root cause analysis of system issues and open PTRs/SCRs as appropriate to
address root causes.
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M. Provide support to system administrators for complex system function either through
support of their duties or responding to tickets.

N. Provide assistance to the PBGC service desk (Tier 1 Support), PBGC Infrastructure
DBAs and SAs, and users in understanding system functionality, technical components or
resolution of system issues.

O. Provide pro-active monitoring of system status and performance through performance
monitoring tools.

P. Ensure that “end-to-end” testing is completed once per year validating that PBGC
systems can perform under peak use time (see surge/peak period support below).

Q. Provide a system status dashboard to describe the condition of the system’s stability,
availability and operational conditions over time.

R. Establish a system sustainability roadmap that identifies the technical components of all
PBGC systems, the versions of those components and then map those technology
components to vendor roadmaps to ensure PBGC minimizes technical obsolescence and
maintains supportability for all systems.

4232  Surge/Peak Period Support

PBGC experiences peak usage of its systems at certain points of the year (e.g., calendar- and/or
fiscal-year end and year-end closings). At such times the volume of system usage and potential
incidents is much higher than at other times of the year. The Contractor shall:

A. Provide operations support during peak times with enhanced monitoring, technical
response and data validation along with night and weekend support.

B. Provide enhanced operational reporting daily during peak periods to monitor system
performance and operations.

C. Provide summary reporting following peak periods to summarize performance and
operational statistics.

4233 Infrastructure Impact Analysis, Testing, Remediation and Coordination

PBGC systems are currently hosted at the PBGC data center, at a cloud facility, or as externally
hosted systems. Regardless of hosting location, the Contractor will assess, test and remediate
issues introduced to BISD systems and coordinate with the infrastructure team responsible for
maintaining the underlying IT infrastructure. See Section C.2, Systems Data table. For any
changes proposed by the infrastructure teams, the Contractor shall:

A. Assess the impact of proposed infrastructure changes on performance, security and
version compatibility of BISD-managed system.

B. Test patches and other infrastructure changes (i.e. operating system, database or
middleware upgrades).

C. Remediate issues or defects introduced by infrastructure patching or changes.

D. Test and remediate new infrastructure items being implemented to replace items deemed
End-of-Service Life (EoSL).
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E. Support interactions between the infrastructure team maintaining the underlying
infrastructure and system stakeholders (PBGC business units/customers).

While application operations support includes partnering with PBGC’s infrastructure team and
PBGC departments to ensure that the systems remain operational and effective, the following
operational activities fall outside the scope of this contract:

A. Creating and refreshing application instances in the development (CDET) and test
environments (CDEI and ITC).

Security scanning.
Penetration and other cybersecurity testing.
Data masking.

moow

Migrating code to the following environments: User Acceptance Test (ITC), Production
(PROD) and COOP/Disaster Recovery (COOP).

F. Building and configuring connectivity with parties outside the Corporation.
G. Tier-1 support — PBGC Helpdesk.
H. Tier-2 support, including user account set-up and maintenance.

4234  Integration Impact Analysis, Testing and Remediation

Like infrastructure changes, BISD-managed systems and externally hosted systems are highly
integrated with each other as well as many other internal and external IT systems. This tight
integration requires coordination of system changes and the analysis and response to BISD
system impacts by changes in other systems. The Contractor shall:

A. Assess impact to PBGC systems of proposed changes being made to integrated systems.
B. Support coordination with other teams managing integrated systems.

C. Test changes introduced by integrated systems and remediate any defects introduced by
those changes.

4235  Cybersecurity and Privacy

Included in this area is the review of existing system Cybersecurity and Privacy, analysis of
control sufficiency and support for establishment and review of system security plans and
configuration baselines. At a minimum, the Contractor shall:

A. Review PBGC’s Risk Management Framework (RMF) process and PBGC’s
Cybersecurity and Privacy Catalog to determine the required security and privacy
activities, and deliverables.

B. Complete/support required security and privacy deliverables such as:

1. Ensure conformity to the Government's and PBGC's Systems Security and
Privacy Requirements. This may include the creation or update of system security
plans, procedural documentation, and other materials required for the Security and
Privacy Assessment and Authorization (SPA&A).
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2. Support analysis of vulnerability scan results and remediation of system
vulnerabilities.

3. Provide responses and documentation associated with security and privacy as they
relate to PBGC system releases and changes.

4236 Data Call and Audit Support

Detailed technical information about BISD-managed system, data contained in the systems,
projects to develop or maintain systems or the processes surrounding systems is regularly
requested by internal and external parties. Strict oversight by the PBGC Office of Inspector
General (OIG) requires periodic and comprehensive reporting of BISD-related information. See
Section C.2, Systems Data table. To support data calls and OIG oversight, the Contractor shall:

C. Provide reports on system data including system statistics, status, technical architecture
and other requested information.

D. Provide responses and documentation related to inquiries by PBGC auditors as they relate
to PBGC system releases and changes.

4.23.7 Continuity of Operations (COOP) Support

In the event of a disaster or other disruption of system operations, PBGC may activate its
continuity of operations (COOP) plan to restore system functionality at PBGC or a remote
location. In preparation for COOP events or during a COOP event, the Contractor will support
the restoration of PBGC system operations. While PBGC infrastructure teams will provide
primary response to a COOP event, the BISD Contractor will provide assistance in restoring
system functionality. Additionally, PBGC regularly tests its COOP plans to ensure failover to
COOP sites will be successful. During such exercises the BISD support team will provide similar
assistance to the infrastructure team. The Contractor shall:

A. Participate in and support Tier 3 technical assistance for COOP failover activities during
a COOP event.

B. Participate in and support Tier 3 technical assistance for COOP exercises where failover
for PBGC systems is being tested in preparation for COOP events.

4238  System Decommissioning

After implementation of a new system or release which renders an old system or system
component obsolete, the contractor shall take all steps required to decommission the system
and/or components. This includes archiving code and documentation, coordinating
removal/uninstall of code and components from all IT environments and ensuring data back-up
and archiving.

4239  AdHoc Reporting

BISD customers require periodic operational reports on their systems. The Contractor shall
provide ad hoc reporting to the COR, IPT, and executive sponsors as requested. See Section C.2,
Systems Data table.
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4.3 Professional Advisory/Consulting Services

The Contractor shall provide experienced and knowledgeable staff experts in areas including, but
are not limited to, management systems, COTS package evaluations and installations, computer
aided software engineering techniques, telecommunications systems, computer and network
security, change management, system configuration management, capacity planning, disaster
recovery continuity of operations planning, data center services improvements, and skills review
and assessment of potential systems support staff. The Contractor shall provide expert advice on
the BISD system area topics.

4.2.1 Business Process Automation/Re-engineering
The contractor shall provide analysis of system impacts due to business process changes.
The contractor shall:

A. Analyze existing work practices, identify opportunities for improving cost or operational
efficiencies through workflow redesign, and quantify the benefits of such redesign.

B. Develop alternative work processes.
C. Prepare documentation and other supporting materials as necessary.
D. Conduct informal or formal training on revised processes.

4.2.2 Technical Analysis

The contractor shall provide an assessment of proposed system changes (for modernization or
enhancement efforts) and the impacts of those changes.

4.2.3 Special Studies

The contractor shall conduct and provide the facilities for special studies for PBGC-related areas
which are highly technical, ad hoc in nature, and generally of limited duration.
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5. Constraints

The contractor shall ensure compliance with applicable federal regulations, standards,
corporation policies, processes, procedures, and directives in the performance of this contract.
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6. Performance Standards

PBGC has identified the following performance standards with two goals: to rationalize and
standardize system and contractor performance across all BISD IT systems, and to
elevate/improve upon current performance over time.

See Attachment C.6 Performance Standards.

At least annually, the COR will review Performance Standards and Acceptable Quality Level
achieved for determining CPARS ratings and in order to justify exercising an option period. If
performance achieved is "Acceptable,” predominately equal to the Acceptable Quality Level
(AQL), the Contractor will receive a “satisfactory” rating in CPARS. If performance achieved is
predominately equal to or better than "Exceptional,” the Performance Standard, the Contractor
will receive a “Very Good” or “Exceptional” in CPARS.

31

PAGE 39 OF 103 16PBGC19R0005



SECTION D
PACKAGING AND MARKING

D.1 PBGC 52.247-7000 PACKAG NG AND MARKI NG (JAN 2012)

The Contractor is responsible for the cost of all packing, packaging and nmailing in accordance with
the best commercial practices. Al information subnitted to the Contracting Oficer or the COR nust
be clearly marked with the conpany name, the PBGC contract nunber, and identification of the item
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SECTION E
INSPECTION AND ACCEPTANCE

E.1 52.246-4 | NSPECTI ON OF SERVI CES- - FI XED- PRI CE ( AUG 1996)
(Reference 52.246-4)

E.2 52.246-5 | NSPECTI ON OF SERVI CES- - COST- REI MBURSEMENT ( APR 1984)
(Ref erence 52. 246-5)

E.3 52.246-6 | NSPECTI ON-- Tl ME- AND- MATERI AL AND LABOR- HOUR ( MAR 2001)
(Ref erence 52. 246-6)
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SECTION F
DELIVERIES OR PERFORMANCE
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F. 1

Del i veries or Performance

RFP# 16PBGC19R0005

F.1 Period of Performance

PBGC anticipates a base period of eight (8) months for RMEW commencing on date of award
followed by nine (9) 1-year option periods. Total of base period and all option periods shall not
exceed 116 months.

Base Period — 8 months from Contract Award.

Option Period 1 — 12 months from the end date of Base Year.
Option Period 2 — 12 months from the end date of Option 1.
Option Period 3 — 12 months from the end date of Option 2.
Option Period 4 — 12 months from the end date of Option 3.
Option Period 5 — 12 months from the end date of Option 5.
Option Period 6 — 12 months from the end date of Option 6.
Option Period 7 — 12 months from the end date of Option 7.
Option Period 8 — 12 months from the end date of Option 7.
Option Period 9 — 12 months from the end date of Option 8.

Individual awarded task orders shall stand-alone with specific deliverables and performance
periods.

F.2 Place of Performance

All work is to be performed at a PBGC site. Any work anticipated to be performed at a non-
PBGC site, including special tasks which must be accomplished to meet project schedules or
deadlines, must be requested in advance in writing by the Contractor, and agreed to by the
Contracting Officer Representative (COR). The Contractor shall schedule and attend meetings
and present documents at the PBGC site unless agreed to in advance by the COR. Whether work
is performed at the PBGC site or non-PBGC site, the Contractor will utilize PBGC provided
PBGC equipment and access, and the Contractor will maintain all PBGC deliverables and work
products on the PBGC network.

It is anticipated that the PBGC offices will be relocated during the period of performance of this
contract but remain in the DC service area. At such time as the relocation occurs, the work
conducted at the government site will be conducted at the new location.

The Government will not pay for local travel (i.e., travel within the service area) or parking. The
contractor shall perform all work described herein that is ordered by the Government during the
term of the contract at any location specified in the service area.

F.3 Core Hours of Operation
Refer to Attachments C.2 RMEW Environment & Requirements for Core Hours.
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RFP# 16PBGC19R0005

F.4 Place of Delivery

All contract deliverables must be delivered to the Contracting Officer Representative (COR)
identified in the Task Order at the address shown below:

Pension Benefit Guaranty Corporation
ATTN: COR - TBD
1200 K Street, NW. Washington, DC 20005-4026

F.5 Task Orders

Task orders will be placed during the period of performance of each contract. The Contractor
shall perform the stated services as issued in each task order, and within the Task Order Period of
Performance.

F.6 Contract Type

This is a single-award IDIQ contract. Task Orders will be issued on a Firm Fixed-Price (FFP),
Labor Hour (LH), Cost Reimbursement or a hybrid of one or more depending upon PBGC
requirements.

F.7 Schedule of Deliverables

Section |Deliverable Description Frequency

4.1.1 Program Management Plan 10 days after kickoff meeting and annually
thereafter

4.1.1 Subcontracting Plan 'Yearly — prior of exercise of option

4.1.1 Quality Assurance Plan Monthly during Base Year and OY 1.
Quarterly in the out years starting with OY2.

4.1.1 Prepare and Conduct Monthly PMR Monthly

4.1.1 Project Status/Tracker report Bi-weekly during initial implementation

4.1.1 Status reports including performance metrics as Monthly
identified in Attachment C (Performance Metrics)

4.1.1 Dashboard Monthly

4.1.1 Contracting Hours Report Monthly

4.1.1 Outage Report Monthly

4.1.1 Data Fix Report Monthly

4.1.1 Quarterly Status Report Quarterly

4.1.2 Project Management Plan Updates as needed
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RFP# 16PBGC19R0005

Section |Deliverable Description Frequency
4.1.2 Initial Project Kick-off Meeting Five days after award
4.1.2 Project Implementation Schedule Due 15 days after initial project kick-off
meeting for each module implementation
4.1.2 Draft Schedule Releases for performance year. \Within 10 business days of within the start of
the contract
4.1.2.1 [Risk Management Plan TBD
4.1.2.2  |Regular status and ad hoc reporting to COR, IPT, [TBD
executive sponsors for all contractor activities
4.1.2.3  |Coordinate and facilitate IPT and CCB governance [TBD
bodies
4.1.2.4  |Meeting Agendas and minutes IAs required by customer/COR
4.1.2.5 |Maintain and revise business process and PBGC [TBD
Documentation
4.1.2.5 |ITLSCM Documentation as determined by the IT |ITSLCM documentation as required for
Project Manager/COR releases.
4.1.2.13 [Input into Design Questionnaire from PBGC’s Initial implementation
Technical Review Board, Enterprise Architecture
Department
4.1.2.16 |Data Migration Plan Initial implementation
4.1.3.1 [Transition Plan 5 business days after kickoff meeting
4.2.1.2  |Alternative Analysis and Feasibility Study TBD
Evaluation Documentation
4.2.2.2 ITSLCM Design and Commercial Off-The-Shelf [Initial implementation
(COTS) Configuration Document
4.2.2.4  [Test Results Report TBD
4.2.2.4 [TestPlan Initial implementation
4.2.2.5 |Deployment Plan TBD
4.2.2.5 [Software Implementation Determined by the project implementation
schedule (Above?)
4.2.2.7  |Required security documentation Per FedRAMP or NIST 800-53 Rev 4
requirements
4.2.2.10 [Patch Management Strategy TBD
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RFP# 16PBGC19R0005

Section |Deliverable Description Frequency

4.2.2.12 [Develop System Configuration TBD

4.2.2.12 (Standard Operating Procedures /As required by customer/COR

4.2.2.15 [Training Schedules Classroom training as requested by
customer/COR

4.2.2.16 |Migration Plans TBD

4.2.2.16 ([Technical Conversion Plan TBD

4.2.3.1  |Production Trouble Reports TBD

4.2.3.6  |Reports on System Data TBD

4.3.1 Documentation of Alternative Work Processes TBD

4.4.1 Transition Plan Upon Award

TBD indicates to be determined per project plans and in coordination with the COR.

F.2 PBGC 52.246-7000 | NSPECTI ON AND ACCEPTANCE CF DELI VERABLES (JAN 2012)
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Al'l deliverable itens are to be furnished to the Contracting Officer's Representative (COR) or to
PBCGC personnel designated by the COR to receive a specific deliverable.

PBGC s recei pt of a deliverable does not constitute acceptance by the Governnent. Final acceptance
of any reports or other deliverable itens required under this contract will be nade in witing and
may only be made by the COR or Contracting Oficer.
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SECTION G
CONTRACT ADMINISTRATION DATA

PAGE 48 OF 103 16PBGC19R0005



G1

Section G Contract Adm nistration Data

Contract Administration Data

G.1 Roles and Responsibilities

The Government Contracting Officer (CO) shall be responsible for administration of this
contract. No individual other than the signatory CO for this contract has authority to modify or
terminate this contract on behalf of the Government for any reason.

G.1.1 Contracting Officer's Representative (COR)

The COR will be identified at the time of contract award. The COR has the responsibility to
inspect all deliverables/services and authorization to certify and/or reject invoices for payment.
In the event that an invoice is rejected the COR shall notify the contracting officer (CO)
immediately and provide the supporting rationale. The technical administration of this contract
shall not be construed to authorize the revision of the terms and conditions of this contract. Any
such revision shall be authorized in writing by the CO.

This individual is responsible for contract technical and management direction and general
coordination with other Government staff, as needed. These individual plans coordinate
Government activities, services and staff needed to meet contract objectives. This individual is
responsible for providing both tactical and strategic direction to other Government offices.
Technical direction generally requires monitoring the Contractor’s work closely and continually
as it progresses to ensure that requirements are being met. While progress monitoring does not
mean taking charge and conducting the Contractor’s effort, or in any way supervising Contractor
employees, it does, however, mean that

the COR will;

o Keep well informed of the Contractor’s performance and activities

e Use technical expertise to identify the Contractor’s actions, or failure to act, that clearly
affect the quality of the work under way and the end results or deliverables

¢ Notify the Contractor of apparent deficiencies; and

o Determine the appropriate action in discussion with the CO and Contractor to correct
deficiencies.

G.1.2 Contract (Technical) Monitors

Contract Monitors may be assigned as designated representatives of the COR. The individuals
will be chosen for their specific expertise for specific task areas and are a part of the PBGC team
that will monitor contractor performance. The COR may assign certain responsibilities (but does
not delegate contractual authority) to a Monitor so that the Monitor can provide the contractor
with technical direction on a specific task. Contract Monitors shall be appointed in writing
following award of the contract. The appointment will further indicate specific duties to be
performed.

G.1.3 Contractor Roles and Responsibilities

The Contractor shall designate one (1) individual to serve as Contractor Program Manager
(PgM). The PgM shall be responsible for serving as the coordinating single point of contact
between the Contractor and Government. This individual shall be the receiving point for TOs
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issued against this contract. This individual shall also be responsible for contract technical and
management direction, submission of contract reports, general support, and coordination to the
COR and Government staff, as needed and authorized by the COR. The PgM (and TO Project
Managers if different from the PgM) shall be fully authorized to direct and supervise day-to-day
activities of Contractor and third-party Contractors needed to meet the contract and TO
requirements. It is not required that the PgM’s responsibilities be solely limited to the activities
above and may be expanded upon as described in the Offeror’s proposal.

G.2. Ordering Procedures

The award of this IDIQ contract does not obligate any funds. The Government is only obligated
to the extent that authorized TOs are placed against the contract. TOs will be issued on a firm
fixed-price, labor-hour, cost reimbursement, or labor hour basis. Each TO shall stand-alone with
its own deliverables and performance period. All TOs shall be issued in accordance with the
Contractor’s IDIQ pricing, cost and proposed labor categories

Issuing TOs: TOs issued under this contract may require effort in one or more of the services
described in section 3.0 but will not necessarily include all of them. In general, the process for
issuing TOs:

1. PBGC issues a RFTOP

2. The Contractor responds to the RFTOP with a TO Proposal in accordance with the
instructions outlined in the RFTOP.

3. Following negotiation, if applicable, of the Contractor’s TO Proposal, the TO is approved
and signed.

4. Authority to Proceed: TO performance begins.

Request for TO Proposal: From time to time during the term of this contract, the Contracting
Officer will issue a RFTOP (Request for TO Proposal) in writing to the Contractor, providing
specific information on work to be performed or objectives to be achieved within the scope of
the contract. Each RFTOP will contain a SOW, PWS, or SOO, which identifies the requirements
or indicates the objectives or results desired.

RFTOPs will contain, at a minimum, the following information:

Name and signature of the Contracting Officer

Contract number, statement number, and date

Description of work

TO type (Fixed Price, Labor Hour, Cost Reimbursement, or Time and Materials)
TO proposal response date (in general, the Contractor will be allowed 5 business days for
TO proposal, modified for less or additional time based on the complexity of the
RFTOP)

Documentation requirements

Delivery/Performance schedule

Quiality assurance standards, as appropriate

Evaluation criteria for determining completion of the TO

0 Any other necessary information

agrwhE
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In the case of bilateral modifications, the Contracting Officer may modify a TO in the same
manner as they are issued.

TO Proposals: In response to each RFTOP issued under this contract, the Contractor shall
propose:

1. TO Personnel/Staffing Plan (Labor categories, hours and pricing to be drawn from IDIQ
contract proposal) to include subcontractor(s) personnel

2. Technical Approach and Performance Work Statement (PWS)

3. Performance Measures

TO Approval: No work is to begin on any TO until 1) PBGC has reviewed and given final
approval to the detailed project/work plan submitted by the Contractor and 2) until the TO is
signed by the Contractor and the Contracting Officer.

The Contractor’s PWS will be evaluated using criteria established and tailored for the TO (e.qg.,
for a complex TO will likely include requirements to demonstrate understanding of the work,
plans and methods for completion, staffing, proposed subcontracting and resumes, management
process and oversight and cost; for a less complex TO may be schedule or staffing plan and
proposed deliverables).

After contractor submission, the PBGC will negotiate (if applicable) and finalize the technical
approach and the performance measures to be used during the period of performance. The COR
shall approve in writing the Contractor's PWS and any revisions either (1) being in accordance
with the TO or (2) with identified variations constituting a modification to the TO. All approvals
shall be prior to commencement of work. The negotiated technical approach and performance
measures will be included in the Project Management Plan deliverable due to the PBGC within
10 calendar days of TO award.

In the event that there is a conflict between the requirements of the TO and the Contractor's
PWS, the TO shall prevail. In the event that there is a conflict between the requirements of the
master IDIQ contract and the requirements of the TO, the contract shall prevail.

PBGC reserves the right to assess the personnel qualifications of, and to approve or disapprove,
Contractor staff proposed for a TO.

Any subsequent changes to the project/work plan involving changes in schedules or personnel
must be approved by the COR before becoming effective. In addition, any changes in costs must
be approved by the Contracting Officer. The Contractor will notify the COR immediately on
becoming aware of any issue, (e.g., personnel, cost or schedule change), that may cause a delay
in completing the TO on schedule or exceed the cost of the approved TO. In all cases the
Contractor must wait until the TO is revised, along with all associated plans and schedules, and
obtain the approval of the Contracting Officer before incurring any additional cost.

The Contractor shall appoint a lead person for each TO subject which meets the approval of the
COR. The COR will exercise appropriate technical direction and guidance within the scope of

each TO. However, only the Contracting Officer can revise the scope of each TO; any revisions
must be done so in writing.
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If the Contractor, either at the time of receipt of a TO or at any time during the task assignment
performance, has reason to believe that the price or level of effort will exceed the estimates set
forth in the TO, the Contractor shall immediately notify the Contracting Officer in writing and
provide a revised estimate for completion of the work required. The Contracting Officer will
make the final determination of the approved price and number of labor hours for each task

assignment.

G 2 PBGC 52.201-7000 CONTRACTI NG OFFI CER S REPRESENTATI VE (JAN 2012)
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The Contracting Oficer's Representative (COR) is TBD who nay be reached at TBD
The COR is authorized to assist in nonitoring the work under this contract. The COR is responsible
for the technical administration of the contract and technical liaison with the contractor.

The COR IS NOT authorized to change the scope of work or specifications as
stated in the contract, to nake any conmitnments or otherw se obligate the Governnent or authorize any
changes which affect the contract price, delivery schedul e, period of perfornmance or other terns or
condi ti ons.

The Contracting Officer is the only individual who can legally conmit or
obligate the Governnent for the expenditure of public funds. The technical adm nistration of this
contract shall not be construed to authorize the revision of the ternms and conditions of this
contract. Any such revision shall be authorized in witing by the Contracting Oficer

The COR is authorized to review and reconmend approval of:

(a) Technical matters not involving a change in scope, price, terns and
condi tions of the contract

(b) Progress reports

(c) Inspection and acceptance of services and deliverabl e products and

(d) Invoices.

The COR is not authorized to sign any contractual instrunments or to direct
any action that results in a change in the scope, price, terns or condition of the contract.

G 3 PBGC 52.231-7000 OTHER DI RECT COSTS (MAY 2012)
The Contractor shall be reinbursed for the actual cost of other direct costs deternined to be
al | owabl e in accordance with Part 31 of the Federal Acquisition Regulation and authorized by the
Contracting Officer or his designee prior to the contractor incurring the charge
If Travel and Per Diemare authorized they will be reinbursed in accordance
with the Federal Travel Regulation (FTR) in effect at the time the trave
is authorized by PBGC. Al travel requirenents nust be net using the nost econonical form of
transportation avail abl e and nust be schedul ed sufficiently in advance to take advantage of offered
di scount rates unless waived by the Contracting Oficer. You may find the FTR at http://ww. gsa. gov/
portal /content/ 104790

G 4 PBGC 52.232-7000 SUBM SSION OF | NVO CES (FI XED- PRI CE) ( SEPT 2017)

(a) The contractor shall submt invoices for itens and/or services rendered by e-mail to
I nvoi ceManager @bgc. gov. Al inquiries concerning payment should be directed to the Genera
Accounting Branch at (202) 326-4062 #0 or by e-mail to: |nvoiceManager @bgc. gov.

(b) To constitute a proper invoice, the invoice nust include the information |isted bel ow.

(1) Nane and address of the contractor.

(2) Invoice date and nunber.

(3) Contract nunber, line itemnunber, and, if applicable, the order nunber.

(4) Description, quantity, unit of neasure, unit price, and extended price of the itens delivered

(5) Shipping nunber and date of shipment, including the bill of Iading nunmber and wei ght of shipnent
i f shipped on a Government bill of Iading.

(6) Ternms of any discount for pronpt paynent offered.

(7) Nane, title, phone nunber, e-nmil address, and nmiling address of official to whom paynent is to
be sent.

(8) Nane, title, phone nunber, e-nmil address, and nmiling address of official to notify in the event
of an inproper invoice.

(9) Taxpayer Identification Nurmber (TIN). The Contractor shall include its TIN on the invoice only if
required el sewhere in this contract.

(10) Electronic Funds Transfer (EFT) banking infornmation.

(i) The contractor shall include EFT banking information on the invoice only if required el sewhere in
this contract.

(ii) I'f EFT banking information is not required to be on the invoice, in order for the invoice to be
a proper invoice, the contractor shall have subnitted correct EFT banking information in accordance
with the applicable solicitation provision or contract clause (e.g., 52.232-33, Paynent by Electronic
Funds Transfer - System for Award Managenent, or 52.232-34, Payment by El ectronic Funds Transfer -
O her Than System for Award Managenent).

(iii) EFT banking information is not required if the Governnent waived the requirement to pay by EFT
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(c) Substantiating docunmentation to be subnmitted with invoices nust include copies of receipts
or bills, and proof of paynent for any authorized other direct costs for which the contractor is
requesting reinbursenent.

G 5 PBGC 52.232-7001 SUBM SSI ON OF | NVO CES (TI ME AND MATERI AL AND LABOR- HOURS) (SEPT 2017)

(a) A nonthly invoice shall be submitted on SF1034 and SF1035 for work perforned hereunder by e-nail
to: Invoi ceManager @bgc.gov. Al inquiries concerning paynent should be directed to the Genera
Accounting Branch at (202) 326-4062 #0 or by e-mail to: |nvoiceManager @bgc. gov.

(b) To constitute a proper invoice, the invoice nust include the information |isted bel ow.

(1) Nane and address of the contractor.

(2) Invoice date and nunber.

(3) Contract nunber, line item nunber, and, if applicable, the order nunber.

(4) Description, quantity, unit of neasure, unit price, and extended price of services performed and
any supplies delivered, including:

(i) The labor hours by |abor category billed, the hourly rate for each | abor category billed, and the
total dollars billed by |abor category for the billing period (neal periods and other |abor-hours not
directly supporting the contract are not billable), and

(ii) The cumul ative hours expended and dollars billed fromcontract inception through the current
billing period.

(5) Dollar anmount withheld, unless the contract is for conmercial itens awarded under FAR Part 8 or
Part 12. Five percent of the total direct |abor billed nust be withheld after $1, 000,000 has been
billed to the contract, up to a ceiling anpbunt of $50,000, unless other terns have been negoti ated
If other terns have been negotiated, they nust be included in the contract.

(6) Ternms of any discount for pronpt paynent offered.

(7) Nane, title, phone nunber, e-nmil address, and nmiling address of official to whom paynent is to
be sent.

(8) Nane, title, phone nunber, e-nmil address, and nmiling address of official to be contacted in the
event of an inproper invoice.

(9) Taxpayer Identification Nunmber (TIN), only if required to be on the invoice el sewhere in the
contract.

(10) Electronic Funds Transfer (EFT) banking information.

(i) Only if required to be on the invoice el sewhere in the contract.

(ii) I'f not required to be on the invoice, in order for the invoice to be a proper invoice, the
contractor shall have subnmitted correct EFT banking information in accordance with the applicable
solicitation provision/contract clause (e.g., 52.232-33, Paynent by El ectronic Funds Transfer -
System for Award Managenent, or 52.232-34, Paynent by Electronic Funds Transfer - Qther Than System
for Award Managenent).

(iii) Not required if the Governnent waived paynment by EFT

(c) Substantiating documentation to be subnmitted with the invoice nmust include the itens |isted bel ow

(1) Copies of time sheets indicating start and stop tinmes of the personnel perform ng services under
this contract (at PBGC s request, the contractor shall make available copies of any of the materials
rel evant to substantiating the hours billed).

(2) Copies of receipts or bills, and proof of paynent for any authorized other direct costs for which
the contractor is requesting reinbursenent.

G 6 PBGC 52.232-7003 SUBM SSI ON OF PAYMENT VOUCHERS ( COST RElI MBURSEMENT) (SEPT 2017)

(a) A nonthly paynent voucher shall be subnmitted on a SF1034 and a SF1035 for work perforned hereunder
by e-mail to: |nvoi ceManager @bgc.gov. Al inquiries concerning paynment should be directed to the
General Accounting Branch at (202) 326-4062 #0 or by e-nmmil to: Invoi ceManager @bgc. gov.

(b) To constitute a proper paynent voucher, the voucher nust include the information |isted bel ow

(1) Nane and address of the contractor.

(2) Voucher date and nunber.

(3) Contract nunber, line itemnunber and, if applicable, the order nunber

(4) Description, quantity, unit of neasure, unit price, and extended price of services performed and
any supplies delivered, including:

(i) The detail ed cost breakdown by cost element for the billing period (nmeal periods and other hours
not directly supporting the contract are not billable), and

(ii) The cumul ative dollars billed by cost elenent fromthe inception of the contract through the
current billing period

(5) Ternms of any discount for pronpt paynent offered.
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(6) Nane, title, phone nunber, e-nmail address, and nmiling address of official to whom paynment is to
be sent.

(7) Nane, title, phone nunber, e-nmil address, and nmiling address of official to be contacted in the
event of an inproper voucher.

(8) Taxpayer Identification Nunmber (TIN), only if required to be on the invoice el sewhere in the
contract.

(9) Electronic Funds Transfer (EFT) banking infornation.

(i) Only if required to be on the voucher el sewhere in the contract.

(ii) I'f not required to be on the voucher, in order for the voucher to be a proper voucher, the
contractor shall have subnitted correct EFT banking information in accordance with the applicable
contract clause (e.g., 52.232-33, Paynent by Electronic Funds Transfer - System for Award Managenent,
or 52.232-34, Paynent by Electronic Funds Transfer - O her Than System for Award Managenent).

(iii) Not required if the Governnent waived paynment by EFT

(c) Substantiating docurmentation to be subnmitted with the voucher nust include the itens |isted bel ow

(1) Copies of time sheets indicating start and stop tinmes of the personnel perform ng services under
this contract (at PBGC s request, the contractor shall make available copies of any of the materials
rel evant to substantiating the hours billed).

(2) Copies of receipts or bills, and proof of paynent for any authorized other direct costs for which
the contractor is requesting reinbursenent.

G 7 PBGC 52.237-7004 TRAINING (MAR 2016)
(a) Al costs associated with any training required to nmake a contractor enployee qualified to perform
tasks under this contract shall be borne by the contractor.

(b) The contractor nmay be reinbursed for the costs paid for obtaining training on Pension Benefit
Guar anty Corporation (PBGC)-specific applications, policies, or procedures. Wen requesting

such training, the contractor shall present a witten justification to the Contracting Officer's
Representative (COR) which clearly describes the training required, its direct benefits to PBCGC, the
impact if the training is not obtained, and the total cost of the training including:

(1) Salary or wages of contractor enployees to be trained;

(2) Travel and accommpdations in accordance with the Federal Travel Regul ation

(3) Tuition and fees when the training is provided by an institution not operated by PBGC or the
contractor; and

(4) Training naterials and textbooks.

(c) The Contracting Officer (CO is the designated authority to approve or di sapprove training
requests and associ ated training costs. The CO nmust approve such training requests and costs before
the training session begins. Invoices for the costs of approved training nust be submitted to
the COR, acconpanied by valid receipts or other docunentation providing proof of payment by the
contractor.

G 8 PBGC 52.237-7008 OBSERVANCE OF LEGAL HOLI DAYS (OCT 2018)

The contractor shall establish a holiday schedul e for personnel perform ng under this contract that
exactly coincides with the Governnent's holiday schedule. Holidays peculiar to or dynanmically

decl ared by the Governnent shall be considered as holidays for contractor personnel and are not
billable unless work is actually performed on these days. No work will be perforned by contractor
personnel on Government holidays w thout prior approval of the Contracting Officer's Representative
Work perforned on holidays shall be billable at the regular rate. Government holidays are: (1) New
Year's Day, (2) Martin Luther King, Jr. Day, (3) President's Day, (4) Menorial Day, (5) |ndependence
Day, (6) Labor Day, (7) Colunbus Day, (8) Veteran's Day, (9 Thanksgiving Day, (10) Christnmas Day,
(11) any other day designated by Federal statute, (12) any other day designated by Executive O der,
and (13) any other day designated by the President's proclamation.
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H 1

Section H Special Contact Requirenents

Special Contract Requirements

H.1. IT Security

IT security is a priority for PBGC. Support for IT security includes ensuring IT security controls
are built into newly developed systems or into the enhancements and changes to each system.
Security requirements should be considered for every development effort. In addition,
consideration must be given to protecting sensitive data with special protections for personally
identifiable information (P11) contained in each system. Included in this area is the review of
existing system IT security, analysis of control sufficiency and support for establishment and
review of system security plans and configuration baselines. At a minimum, the Contractor shall:

« Maintain each system to ensure conformity to the Government's and PBGC's Systems
Security Requirements. This may include the creation or update of system security plans,
procedural documentation, and other materials required for the System Accreditation and
Authorization (SA&A) of each system.

o Provide analysis of NIST 800-53 controls as related to system architecture and make
recommendations for incorporating controls into each system

o Support analysis of vulnerability scan results and remediation of system vulnerabilities

« Incorporate remediation of POAM items into system releases as applicable

o Ensure new systems and/or enhancement to each system comply with Federal and PBGC
security requirements and regulations.

H.2 Continuity of Services

The Contractor recognizes that the services under this contract are considered vital to the
Government and must be continued without interruption and that, upon contract expiration, a
successor, either the Government or another contractor, may continue them by issuance of a new
contract. The incumbent contractor is expected to provide relevant documentation and transition
plan.

H.3. Subcontracting

The use of subcontractors is permitted under this contract with approval granted from the
Contracting Officer (CO) and COR. A subcontracting plan shall be submitted as part of the
proposal to the CO and must be approved prior to onboarding any subcontracted staff.

H.4. Contract Term and Renewal

The planned period of this contract is a base period of one-year from date of award, nine (9) one-
year options based on contractor performance and PBGC needs. Exercise of options is at the sole
discretion of the Government. Lack of option exercise is not subject to any disputes provision
that may be contained in the contract

In the event that the Contractor should desire to modify its labor categories, labor rate

schedule, or subcontractors (partners teaming with) the Contractor shall timely inform the
Contracting Officer (at least 30 business days before change) of the changes and negotiate with
PBGC for any agreement on those changes. Additionally, if needed, PBGC may negotiate with
the Contractor new labor categories rates, or subcontractors (teaming partners) to be added to the
rate schedule specific to this contract.
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All labor categories, rates, or subcontractors (partners) that are proposed when this contract is
awarded or added subsequently, are available to be proposed for each task order. When
responding to each RFTOP (Request for TO Proposal) the Contractor shall propose the best mix
of labor categories to ensure the work is accomplished on-time, within-budget, and with

quality.

The Government will review, at least once annually, the contract to determine if it continues to
provide the best value. Achievement of work in accordance with performance metrics will be
one of the deciding factors in determining whether to exercise an option period. In addition,
review and modification of any AQL for a performance metric may be modified to either loosen
or strengthen the requirement and shall be reviewed/discussed annually.

The period of performance and deliverables of individual follow-on TOs will be specified in the
individual TO. In the event that a TO requires continued performance that extends beyond the
current contract terms, the Contractor shall be required to complete performance within the new
time frames set forth in the TO provided such period does not extend beyond 12 months after
expiration of the overall contract.

Any task order not providing satisfactory past performance to the Government due to any
issue(s) identified by the COR shall be addressed immediately and potentially lead to a TO
and/or contract cancellation.

H.5 Key Personnel Functions

(a) Certain skilled experienced professional and/or technical personnel are essential for
successful contractor accomplishment of the work to be performed under this contract. These are
defined as "Key Personnel” and are those persons whose resumes were submitted for evaluation
of the proposal. The contractor agrees that such personnel shall not be removed from the contract
work or replaced without compliance with paragraphs (b) and (c) hereof.

(b) If one or more of the key personnel for whatever reason becomes, or is expected to become,
unavailable for work under this contract for a continuous period exceeding thirty (30) work days,
or is expected to devote substantially less effort to the work than indicated in the proposal or
initially anticipated, the contractor shall immediately notify the Contracting Officer and shall,
subject to the concurrence of the Contracting Officer or his authorized representative, promptly
replace such personnel with personnel of at least substantially equal ability and qualifications.

(c) All requests for approval of substitutions hereunder must be in writing and provide a detailed
explanation of the circumstances necessitating the proposed substitutions. They must contain a
complete resume for the proposed substitute, and any other information requested by the
Contracting Officer or needed by him to approve or disapprove the proposed substitution. The
Contracting Officer or his authorized representative will evaluate such requests and promptly
notify the contractor of his approval or disapproval thereof in writing.

(d) If the Contracting Officer determines that suitable and timely replacement of key personnel
who have been reassigned, terminated or have otherwise become unavailable for the contract
work is not reasonably forthcoming or that the resultant reduction of productive effort would be
so substantial as to impair the successful completion of the contract or the services ordered, the
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contract may be terminated by the Contracting Officer for default or for the convenience of the
Government, as appropriate, or, at the discretion of the Contracting Officer if he finds the
contractor at fault for the condition, the contract price or fixed fee may be equitably adjusted
downward to compensate the Government for any resultant delay, loss, or damage.

Key Personnel
Function

RMEW Contract

Experience, Expertise and Certifications

Program Manager

Minimum 7 years of experience with IT software development
projects.

4+ years hands-on experience providing program management
support to the Federal government.

Management of large IDIQ contracts.

Written and verbal communication skills, including experience in
presenting material to senior Government officials.
Management of manpower utilization, procurement, problem
resolution, and employee relations.

Maintenance of program schedules and deliverables completed
according to Government requirements.

B.S. or B.A Degree

Project Management Professional (PMP)®.

PMI’s Program Management Professional (PgMP) as preferred.

Project
Manager/Operations
Lead

Minimum 5 years of Project Management experience working with
IT systems including Project Management Tool experience working
with work break down structures, project structure, scheduling, earn
value metrics systems, and Agile.

Minimum 4 years supervising 3-5 persons in automated information
systems projects including people of various technical job categories
and skills.

Project Management Professional (PMP)®.

B.S. or B.A Degree.

Key Technical Staff
Member

Minimum 4 years experience maintaining, enhancing, configuring
and customizing automated information systems and leading people
of various technical job categories and skills.

Progressively more technically complex responsibilities during the
four years.

Experience with maintenance, configuration, customization and
extension of Mitratech software products with specific reference to
Mitratech’s TeamConnect software platform.

Bachelor’s degree or higher in Information Systems, Information
Technology, Computer Science, Engineering, Mathematics,
Business, and Management or related field.
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H 2 PBGC 52.204-7000 RECORDS MANAGEMENT ( SEP 2017)
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(a) Applicability

Contractors creating, working with, or otherw se handling Federal records, as defined in paragraph
(b), regardless of the nediumin which the record exists.

(b) Definitions

"Federal record" as defined in 44 U S C. 3301, includes all recorded information, regardl ess of form
or characteristics, made or received by a Federal agency under Federal law or in connection with the
transaction of public business and preserved or appropriate for preservation by that agency or its

| egiti mate successor as evidence of the organization, functions, policies, decisions, procedures,
operations, or other activities of the United States Governnent or because of the infornational
value of data in them The term Federal record includes PBGC records but does not include personal
materials; applies to records created, received, or nmintained by contractors pursuant to their PBCC
contract; and may include deliverables and docunmentati on associated with deliverables.

(c) Requirenents

(1) Contractor shall conply with all applicable records managenent |aws and regul ati ons, as well

as National Archives and Records Adninistration (NARA) records policies, including but not limted
to the Federal Records Act (44 U S. C. chs. 21, 29, 31, 33), NARA regulations at 36 CFR Chapter Xl|
Subchapter B, and those policies associated with the safeguarding of records covered by the Privacy
Act of 1974 (5 U.S.C. 552a), and PBGC Directive | M 15-03, PBGC s Records Managenent Program These
policies include the preservation of all records, regardless of formor characteristics, node of
transmi ssion, or state of conpletion.

(2) I'n accordance with 36 CFR 1222.32, all data created for Governnent use and delivered to, or
falling under the |egal control of, the Governnent are Federal records subject to the provisions
of 44 U S.C. chapters 21, 29, 31, and 33, the Freedomof Information Act (FOA) (5 U S.C 552), as
anended, and the Privacy Act of 1974 (5 U. S.C 552a), as anended and nust be managed and schedul ed
for disposition only as pernmitted by statute or regul ation.

(3) In accordance with 36 CFR 1222.32, contractor shall maintain all records created for Governnent
use or created in the course of performng the contract and/or delivered to, or under the |egal
control of the Governnent and nust be nmanaged in accordance with Federal |aw. Electronic records and
associ ated netadata nmust be acconpani ed by sufficient technical documentation to pernit understanding
and use of the records and data.

(4) PBGC and its contractors are responsible for preventing the alienation or unauthorized destruction
of records, including all forms of mutilation. Records may not be renoved fromthe | egal custody

of PBGC or destroyed except for in accordance with the provisions of the agency records schedul es
and with the witten concurrence of the Head of the Contracting Activity. WIIful and unl awful
destruction, danmge or alienation of Federal records is subject to the fines and penalties inposed
by 18 U.S.C. 2701. In the event of any unlawful or accidental renoval, defacing, alteration, or
destruction of records, contractor must report the incident to the PBGC Records Managenment Officer.
The agency must report pronptly to NARA in accordance with 36 CFR 1230.

(5) The contractor is required to obtain the Contracting Officer's approval (with the exception of
the initial award) prior to engaging in any contractual relationship (subcontractor) in support of
this contract requiring the disclosure of information, docunentary naterial and/or records generated
under, or relating to, contracts. The contractor (and any subcontractor) is required to abide by
Governnent and PBGC gui dance for protecting sensitive, proprietary information, classified, and
controll ed unclassified information, as provided in PBGC 52.209-7002, Handling PBGC Dat a.

(6) The contractor shall only use Governnent |T equi pnent for purposes specifically tied to or
aut hori zed by the contract and in accordance with PBGC policy.

(7) The contractor shall only use its PBGC e-nmmil address to conduct business on behal f of PBGC.

(8) The contractor shall not create or maintain any records containing any non-public PBGC information
that is not specifically tied to or authorized by the contract. The contractor nust protect any such
information as provided in PBGC 52.209-7002, Handling PBGC Dat a.

(9) Any request for information, including by an individual pertaining to that individual, shall

be directed to the PBGC Di sclosure O ficer for processing under the appropriate statutory schene.
Informati on shall be nade available only at the discretion of PBGC s Disclosure Oficer and subject
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to the Freedom of Information Act, 5 U S.C. Sec. 552, as anended; and any other applicable |aws or
regul ati ons.

(10) Al contractor enployees assigned to this contract who create, work with, or otherw se

handl e records are required to take PBGC- provi ded records nmanagenent training. The contractor is
responsi ble for confirmng training has been conpleted according to PBGC policies, including initia
training and any annual or refresher training.

(d) Flow down of requirenents to subcontractors

(1) The contractor shall incorporate the substance of this clause, its terns and requirenents
i ncluding this paragraph, in all subcontracts under this contract, and require witten subcontractor
acknow edgnent of sane.

(2) Violation by a subcontractor of any provision set forth in this clause will be attributed to the
contractor.

H 3 PBGC 52.209-7002 HANDLI NG PBGC DATA (MAY 2017)

(a) To the extent that the work under this contract requires the contractor to be given access to
PBGC data, which includes, but is not linited to, personally identifiable infornation (PIl) and

controlled unclassified information (CUl) (collectively, "Sensitive Information"), the contractor

shal | take nmeasures necessary to restrict access to and safeguard such data from unauthorized use and

di scl osure

(1) For purposes of this clause, PIl refers to any information about an identifiable individua

mai nt ai ned by the Pension Benefit Quaranty Corporation (PBGC), including but not linmted to

an individual's enploynment, nedical and financial history, educational background, and fanily
information that can be used to identify or trace an individual's identity, such as an individual's
nane, social security nunber, date and place of birth, nother's maiden nane, and bionetric records

(2) CU is information that |aws, regulations, or Government-w de policies require to have access
saf eguardi ng, or dissemnation controls but excluding classified information. For these purposes,
CUl includes PBGC records, pension plan and participant records, as well as any other Governnent
information related to work pursuant to this contract and agency information related to existing,
proposed, or contenplated |legal, policy, program operational, or simlar matters

(b) For the purposes of this clause, contractor and subcontractor shall include any officer, partner
enpl oyee, or agent of the contractor or the subcontractor, as applicable. The responsibilities
and requirenments imposed on the contractor under this clause are equally applicable to any
subcontractors

(c) The contractor is bound by section (m of the Privacy Act, 5 U S.C. Sec. 552a(n) and as such
i s considered under the Privacy Act to be an enpl oyee of the PBGC. Accordingly, the contractor is
subject to the crimnal penalties of the Privacy Act, 5 U . S.C. Sec. 552a(i).

(d) If performance of the contract requires the design, devel opnent, or operation of a system of
records on individuals, the Contractor shall

(1) Conply with all Federal statutes, regulations, and gui dance for such system of records, including
but not linted to, the Privacy Act of 1974 (the Act) and the agency rules and regul ations issued
under the Act, including guidance issued by the Ofice of Managenent and Budget and the Nationa
Institute of Standards and Technol ogy, in the design, devel opnment, or operation of any system of
records on individuals to acconplish an agency function when the contract specifically identifies

(i) The systens of records; and

(ii) The design, devel opment, or operation work that the contractor is to perform

(2) For purposes of this clause:
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(i) "Operation of a system of records" nmeans performance of any of the activities associated with
mai ntai ni ng the systemof records, including the collection, use, and dissem nation of records

(ii) "Record" neans any item collection, or grouping of information about an individual that is
mai nt ai ned by an agency, including, but not linmted to, education, financial transactions, nedica
history, and crimnal or enploynent history and that contains the person's nane, or the identifying
nunber, synbol, or other identifying particular assigned to the individual, such as a fingerprint,
voi ce-print, or photograph.

(iii) "Systemof records on individuals" means a group of any records under the control of any agency
fromwhich information is retrieved by the nane of the individual or by some identifying nunber,
synbol, or other identifying particular assigned to the individual.

(e) Prior to starting work on this contract, all contractor enployees assigned to work on this
contract shall be required to take any training required by PBGC to gain access to PBGC data or
information systens. |n addition, contractor enployees working on this contract will be required
to conpl ete mandatory annual refresher training. Failure to conplete this training by the required
deadlines may result in the contractor enployee's access to PBGC data being term nated until said
training requirenent is fulfilled

(f) The contractor agrees to nmaintain PBGC Data in the strictest confidence. The contractor also
agrees not to publish, reproduce, or otherw se divulge PBGC data in whole or in part, in any manner
or form nor to authorize or permt others to do so, taking such reasonabl e neasures as are necessary
to limt access to PBGC data to those contractor enpl oyees needing such information to performthe
work required under this contract.

(g) The Contracting Officer's Representative (COR) nmay require the contractor to obtain the witten
agreenent of any contractor enployees pernmtted access to PBGC data whereby the enpl oyee agrees not
to discuss, divulge, or disclose any such information to any person or entity not directly concerned
with performance of the contract work.

(h) If requested by the COR the contractor shall sign an agreement whereby the contractor agrees

not to discuss, divulge, or disclose any such information to any person or entity not directly
concerned with performance of the contract work. A copy of any such agreenment shall be provided to
the COR. The contractor also may be required to provide the CORwith reports itenizing the Sensitive
Informati on received fromeach conpany under this contract.

(i) The contractor shall not renpve PBGC data, whether in paper or electronic format, from approved
| ocations or electronic storage w thout Contracting Oficer's (COs) prior, witten approval. The
contractor shall not disclose any Sensitive Information to subcontractors or other third parties
unless the information is specifically related to the contract work. The contractor shall not
knowi ngly violate any statutory or regulatory restrictions against the disclosure of Governnent
records

(j) The contractor shall administer a nonitoring process to ensure conpliance with the provisions of
this clause and shall notify PBGC within 60 m nutes of discovery, in witing, in the event that the
contractor deternmines or has reason to suspect an incident inpacting the confidentiality, integrity,
or availability of PBGC data

(1) I'n such situations, the contractor shall notify the PBGC Service Desk by tel ephone (202-326-4000
ext. 3999) and, thereafter, the contractor shall inmmediately e-nmail the PBGC Service Desk

(desk. servi ce@bgc. gov) and al so shall send a copy of the e-nail nessage to the COR or to the Point
of Contact for an |Interagency Agreenment, as appropriate.

(2) If the incident involves, or may involve, Sensitive Information, the contractor shall also
i mediately e-mail the PBGC Privacy O fice (Privacy_Breach@hbgc. gov).

(3) The contractor shall designate and identify an individual who will be responsible for the
notifications required under this paragraph and who shall be responsible to receive responses from
the COR or the PBGC Chief Privacy Oficer. Report of an incident, including a breach of PIIl, by
itself, shall not be interpreted as evidence that the contractor or subcontractor failed to provide
adequat e saf eguards for PBGC dat a.

(k) The contractor shall

(1) Conduct a full investigation of any security incidents and privacy breaches

PAGE 63 OF 103 16PBGC19R0005



(2) Provide witten updates regarding the investigation in accordance with a schedule set by the
agency, and

(3) Notify, and provide a copy of the incident or breach report to, the agency, in witing, when the
contractor closes the incident/breach

(1) I'n addition, the contractor shall provide full access and cooperation, including, but not limted
to, inspection, investigation, and forensic analysis, to facilitate an investigation and resol ution
of any security incidents and privacy breaches and when appropriate to the circunstances, shal
i mpl ement i nmredi ate corrective actions to contain and prevent a recurrence

(m The contractor and subcontractor shall naintain the capability to
(1) Determne what PBGC data was or coul d have been accessed and by whom
(2) Construct a tinmeline of the breach to the extent possible;

(3) Determine the nethods and techni ques used to access PBGC data; and
(4) Identify the initial attack vector, if applicable.

(n) The contractor shall provide identity protection services equivalent to those avail able to PBGC
through the US General Services Adm nistration Bl anket Purchase Agreenent for any individual affected
by a breach of PII. The contractor shall provide the identity protection services for the tine
period that PBGC woul d provide had a federal enployee been responsible for the breach

(0) The contractor nmay be requested to renmove fromany further contract work any enpl oyee who

i mproperly discloses PBGC data. The reason for the renoval shall be docunented, in full, for the CO
The PBGC nmy terninate this contract for cause or default if the contractor fails to conply with the
provisions of this clause and al so nay exercise any other rights and renedies provided by law or this
contract, including crimnal and civil penalties

(p) Any request for information, including a request by an individual pertaining to that individual
shall be directed to PBGC s Disclosure Oficer for processing under the appropriate statutory schene.
Information shall be nade available only at the discretion of PBGC s Disclosure Oficer and subject
to the Freedomof Information Act, 5 U S.C. Sec. 552, as anended; the Privacy Act, 5 U S. C Sec.

552a, as anended; and any other applicable laws or regul ations.

(g) This clause does not apply to PBGC data which has been rel eased to the public by the PBGC or

has becone part of the public domain through no fault of the contractor. To avoid any inplication
that the contractor has disclosed PBCC data, the contractor nust be able to denonstrate that the
information was already in its possession at the time of receipt fromthe PBCGC and was not acquired
directly or indirectly fromthe Governnent, from other conpanies, or nade avail able to the public by
the contractor's breach of this clause.

(r) Wthin 30 days of contract conpletion, termination, or expiration, the contractor shall return

or destroy all copies of PBGC data, whether furnished by PBGC or created by the contractor. The
contractor's obligation to maintain confidentiality of all PBGC data shall continue after conpletion,
termination, or expiration of this contract.

(s) The contractor shall place the requirenents contained in this clause in all subcontracts entered
into pursuant to the contract where the subcontractor may have access to PBGC data. The contractor
al so agrees to enforce the requirenents of this clause against any and all subcontractors under this
contract.

(END OF CLAUSE)

H 4 PBGC 52.216-7003 CEILING PRI CE (FEB 2013)

It is anticipated that the total cost to the Governnment for performance of this contract shall

not exceed the ceiling price set forth in Section B for the Base Year Perfornmance Period, and any
Option Periods, and the contractor agrees to use its best efforts to performthe work specified
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in the schedule and all obligations under this contract within the ceiling price. |[If at any tinme
the contractor has reason to believe that the hourly rate paynents and material costs that wll
accrue in perfornming this contract in the succeeding 30 days, if added to all other paynents and
costs previously accrued, will exceed 85 percent of the ceiling price set forth in this clause, the
contractor shall notify the Contracting Officer in witing, giving a revised estimate of the tota
price to the Governnent for perfornming this contract, with supporting reasons and docunentation

If, at any time during the performance of this contract, the contractor has reason to believe the
total price to the Governnent for performing this contract will be substantially greater or |ess than
the stated ceiling price the contractor shall notify the Contracting Oficer in witing, giving a
revised estinate of the total price to the Governnent for performing this contract, with supporting
reasons and docunentation. |If, at any time during the performance of this contract, the Governnent
has reason to believe the work required in performng this contract will be substantially greater

or less than the stated ceiling price, the Contracting Officer will so advise the contractor, giving
themthe revised estimate of the total anpbunt of effort to be required under this contract. The
ceiling price for each contract period is shown in the clause title Price/Cost. The Governnent shal
not be obligated to pay the contractor any amount in excess of the ceiling price, and the contractor
will not be obligated to continue perfornance, if to do so would exceed the ceiling price, unless
and until the Contracting Oficer notifies the contractor in witing that the ceiling price has been
i ncreased and of the new ceiling price of the contract. Once the Contracting O ficer increases the
ceiling price, any otherw se allowable hours and material costs incurred by the contractor which were
in excess of the previous ceiling price before the increase shall be allowable to the same extent as
if the hours had been expended or costs incurred after the increase in the ceiling price

H 5 PBGC 52.237-7002 FITNESS DETERM NATI ON ( SEPT 2017)

(a) Pension Benefit Cuaranty Corporation (PBGC) designates positions at the Public Trust |evel and
conducts the appropriate | evel background investigations on all personnel who have access to PBGC
facilities, information, and/or information systens. This clause identifies PBGC s personnel security
requi rements applicable to United States (US) Citizens and Foreign Nationals residing and perform ng
services within the US and its territories, and Foreign Nationals residing and perforning services
outside the US and its territories.

(1) As used in this clause - "Foreign Nationals" neans an individual who is a citizen of any country
other than the US

(2) As used in the clause - "Fitness Determination" neans a decision by an agency that an individua
has or does not have the required | evel of character and conduct necessary to performwork for or on
behal f of a Federal agency.

(b) US Citizens and Foreign Nationals Residing and Perforning Services within the US and its
Territories.

(1) The PBGC shall require all contractor (and subcontractor) enployees to subnit to a background

i nvestigation comrensurate with the duties and responsibilities of their position as per Homel and
Security Presidential Directive 12 (HSPD-12), Title 5 CFR Part 731, Executive Order 13488, and ot her
appl i cabl e Federal nandates and gui dance.

(2) Foreign Nationals who are |egal residents nmust possess a mninum of three consecutive years of
residential history within the US or its territories. Additionally, contractor enployees shal
provide a copy of their VISA (work pernmit) or alien registration card (Forml-151) to denonstrate
they have been lawfully authorized to work and/or adnmitted for pernanent residence.

(3) The contractor shall conply with all background investigation requirenents to facilitate the
fitness deternination process. Failure to conply with applicable PBGC security policies may result in
one, or a conbination, of the follow ng actions:

(i) Corrective action, up to and including contract termnination for continued non-conpliance

(ii) Docurented non-conpliance on the Contractor Perfornmance Assessnent Report (CPAR)

(iii) Renmpval of contractor enployee for non-conpliance
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(4) Prior to conmmenci ng work, contractor personnel nust be appropriately cleared by PBGC s Security
through the pre-screening process as foll ows:

(i) PBGC shall require contractor applicants to undergo a prelimnary fingerprint check conducted by
the Ofice of Personnel Managenent (OPM.

(ii) Contractor applicants shall enroll for the fingerprint check in person at PBGC Headquarters (1200
K Street, NW Wshi ngton, DC 20005) or a General Services Administration (GSA) Open-Enrol | ment site/
credentialing center.

(iii) When favorable fingerprint results are received fromthe OPM PBCC Security shall notify the
Contracting Officer's Representative (COR) regarding an official entrance on duty date for contractor
personnel . Conpletion of the pre-screening process takes approximately 5 to 10 busi ness days.

(iv) Favorable fingerprint check results are considered a prelimnary verification of fitness, as all
contractor enpl oyees nust undergo a background investigation for thorough fitness determ nation.

(5) The COR shall provide the contractor with the appropriate new hire forns and shall provide the
contractor instructions for conpleting the new hire process.

(6) The background investigation will be processed utilizing OPMs Electronic Questionnaire for
I nvestigative Processing (e-QP). Information submitted via e-Q P is due within 14 cal endar days
fromnotification of e-QP initiation.

(7) PBGC shall review each background investigation in its entirety and adjudicate the fitness of
contractor enpl oyees requesting access to PBGC facilities, information, and/or infornation systens.
PBCGC contractors shall enploy and/or retain only those persons found fit for enpl oynent.

(i) PBGC has the authority to grant, deny, terminate, and/or bar an individual from working under
a PBGC contract, or otherwi se restrict the individual's role under a PBGC contract as applicable.
A favorable fitness determination is not necessarily a decision for a contractor to enploy an

i ndi vi dual .

(ii) If the adjudication is unfavorable, or if PBGC finds a contractor enployee to be unfit for their
assi gned duties, the PBGC Personnel Security Oficer shall contact the contractor to effect the
i medi ate renoval of the contractor enployee fromthe PBGC contract and prem ses.

(iii) PBGC s Personnel Security Oficer will review each conpl eted background investigation,

adj udi cate each conpl et ed background investigation, and will make a non-appeal able final fitness
determi nation. The PBGC Personnel Security Oficer will provide witten notice of the final
unfavorabl e fitness determ nation to the contract enpl oyee.

(iv) PBGC will accept existing fitness determ nations for contractor enployees who have had recent
background investigations at the appropriate risk |l evel of the contractor position, as established by
either the COR or the PBGC Personnel Security O ficer. PBGC has the authority to invoke reciprocal
acceptance for previous background investigations, if conditions pursuant to Executive Order 13488

apply.

(8) The contractor enployees governed by this contract may need to access sensitive PBGC infornation,
for exanple Personally Identifiable Information (PII) or proprietary infornation. PBGC reserves the
right to determne fitness for contractor enployees and deny access to any sensitive infornmation or

project specific area to any personnel for any cause.

(9) The contractor shall notify their COR at |east 24 hours prior to the separation date of any
contractor enployee and conply with all PBGC separation procedures.

(c) Foreign Nationals Residing and Performng Services Qutside the US and its Territories

(1) The contractor shall ensure all contractor (and subcontractor) enpl oyees providing services

to PBGC undergo a background investigation. Wen contractor enployees providing services to PBGC
are located outside the US or its territories, and do not possess US Citizenship or a US Alien
Regi strati on Nunber, their background investigation nust be conpleted by a reputable third party
background investigation vendor acceptable to PBGC. Additionally, the cost of each background

i nvestigation shall be the responsibility of the contractor.
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(2) The contractor shall facilitate the fitness determination process for contractor enpl oyees
residing outside the US and its territories and that do not possess US Citizenship or a US Alien
Regi stration Nunber.

(3) The requirenents bel ow nust be agreed upon prior to contract award:

(i) Background investigation nmust be conpleted and adjudi cated favorably, by PBGC, prior to the
Forei gn National contractor enployee's first day of enploynment under the contract and prior to being
provi ded access to PBGC facilities, information, or infornation systens;

(ii) PBGC s Personnel Security Oficer nmust receive the full background investigation report and all
supporting docunentation;

(iii) PBGC s Personnel Security Oficer will review each conpl eted background investigation,
adj udi cate each conpl et ed background investigation, and will make a non-appeal able final fitness
determ nati on;

(iv) The contractor and contractor enployee shall fully cooperate with the PBGC Personnel Security
Oficer.

(4) Foreign National background investigations for noderate and high risk | evel positions nust include
the foll ow ng conponents and all supporting docunentation:

(i) Residential Verification - Last seven years to current.

(ii) Identity Verification - Copy of two fornms of governnent-issued identification. One form of
identification MUST be picture identification.

(iii) Education Verification - Highest degree obtained.
(iv) Enployment Verification - Last seven years of enploynent. Supporting docunentation included.
(v) Crimnal Background Check - Last seven years. Evidence of request and summary of results.

(vi) Professional License/Credential Verification - Copy of all applicable |icenses/credentials held
by the subject.

(vii) Personal References - Three personal references fromindividuals not related to the subject.
(viii) Bankruptcy Records - Mst recent records, |ast seven years.

(ix) International Cvil Records - Evidence of request and summary of results.

(x) International Enforcenment and Sanction List - Evidence of request and summary of results.

(xi) Media Searches - Evidence of request and summary of results.

H 6 PBGC 52.237-7004 TRAI NI NG (MAR 2016)
(a) Al costs associated with any training required to nake a contractor enployee qualified to perform
tasks under this contract shall be borne by the contractor.

(b) The contractor nmay be reinbursed for the costs paid for obtaining training on Pension Benefit
Guar anty Corporation (PBGC)-specific applications, policies, or procedures. Wen requesting

such training, the contractor shall present a witten justification to the Contracting Officer's
Representative (COR) which clearly describes the training required, its direct benefits to PBCC, the
impact if the training is not obtained, and the total cost of the training including:

(1) Salary or wages of contractor enployees to be trained;

(2) Travel and accommpdations in accordance with the Federal Travel Regul ation;

(3) Tuition and fees when the training is provided by an institution not operated by PBGC or the
contractor; and
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(4) Training naterials and textbooks.

(c) The Contracting Officer (CO is the designated authority to approve or di sapprove training
requests and associ ated training costs. The CO nmust approve such training requests and costs before
the training session begins. Invoices for the costs of approved training nust be submitted to
the COR, acconpanied by valid receipts or other docunentation providing proof of payment by the
contractor.

H. 7 PBGC 52.237-7005 | NFORVATI ON SECURI TY TRAI NI NG ( MAR 2016)

(a) The Contracting Officer's Representative (COR) will arrange for the contractor to receive
training on the Privacy Act, personally identifiable information (PIl), and Pension Benefit Guaranty
Corporation (PBGC) information security policies and procedures. In certain situations, the
contractor may be required to send some personnel to such training sessions and then have those
enpl oyees deliver the training to the renaining contractor personnel

(b) Al contractor personnel who may require access to PBGC i nformati on and i nformation systens,

i ncluding systens with PIl, shall be required to conplete information security training prior to
obt ai ni ng approval for entrance on duty, and obtain a positive fitness determ nation prior to gaining
access to PBGC i nformation and information systens. |Information security training shall be repeated
annual Iy, and contractor enployees who fail to conplete this training requirenent w thin established
deadlines nay | ose access to PBCGC information and infornation systens.

(c) Al contractor enployees shall be required to conplete Privacy Act training which also includes
training regarding the protection of PIl. Privacy Act training shall be repeated annually, and
contractor enployees who fail to conplete this training requirenent within established deadlines may
| ose access to the PBGC informati on and i nformati on systens.

(d) Contractors nmay request the COR to waive the Privacy Act training requirenent for contractor
personnel who will not require access to PBGC information or information systens. The COR has the
discretion to consider the waiver request solely on the basis of the best interests of PBGC

H 8 PBGC 52.237-7006 PROFESSI ONAL ATTI RE (OCT 2018)

The Pension Benefit Guaranty Corporation receives many visitors who conduct business with the
Corporation. Consequently, the professional appearance of those who work in PBGC facilities is

i mportant to nmaintaining confidence in PBGC and the pension insurance system The contractor shal
ensure that its personnel who performwork in PBGC facilities present a neat, professional appearance
appropriate to an office working environnent. Sonme exanples of inappropriate office attire include
athl etic shoes, jeans, sweat pants, stretch pants, collar-less shirts, spaghetti-strap tops, and bare
mdriff tops. The contractor shall ensure that its personnel exercise sound judgnent in their choice
of attire.

H 9 PBGC 52.237-7007 DI SPLAY OF PBGC | DENTI FI CATI ON BADGES (FEB 2013)
The Contractor shall conply with PBGC Directive Nunber GA-10-9, "Display of
PBGC I dentification Badges," the full content of which is |ocated at

http://ww. pbgc. gov/ docunent s/ GA_10_9. pdf

Al'l contract and sub-contract enpl oyees whose duti es under this contract

require their presence on designated PBGC facilities shall be clearly identifiable by a distinctive
badge furnished by PBGC and shall observe and

ot herwi se be subject to such security regulations as are in effect for the

particul ar prem ses in accordance with PBGC Directive Number GA-10-9

The PBGC-i ssued photo Identification Badge nust be visible and be di spl ayed

at or above the waist. Badges nay be displayed fromeither |anyard or clip

style hol ders. The badge nust be available for building security officer

i nspection in order to authenticate and validate.

Contractors that arrive to work without their Badge nust: report to the

Security Desk |located in the 1200 K Street |obby; sign-in to the appropriate Log Book; present a valid
government -i ssued form of photo identification to the security officer; contact a co-worker to vouch
for himher by signature in the | og book; and, receive and display a tenporary badge which shall be
visible at all tinmes and displayed at or above the waist.

Contractors shall be responsible for the care and protection of their Badge

and promptly report all instances of loss or theft and initiate i mediate

action to replace the lost or stolen Badge. Contractors nust relinquish
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their Badge upon separation or upon any circunstances whi ch nake the
conti nued possession or use inappropriate.

Failure to conply with this Directive can result in refusal of admttance
to PBGC designated facilities.

(End of C ause)

H 10 PBGC 52.239-7000 SECTION 508 ACCESSI Bl LI TY STANDARDS ( MAR 2016)

(a) The Pension Benefit Guaranty Corporation (PBGC) is required by Section 508 of the Rehabilitation
Act of 1973, as anmended (29 U. S.C. 794d), to insure that all electronic and information technol ogy
(EIT) is accessible to individuals with disabilities within its enployment and for all nenbers of the
public with disabilities who are seeking to do business with the PBGC. Access nust be conparable to
that which is offered to sinmlar individuals who do not have disabilities

(b) The Section 508 accessibility standards have been prescribed by the Architectural and
Transportation Barriers Conpliance Board ("Access Board") and incorporated in the Federal Acquisition
Regul ation. (See http://ww. access-board. gov/ sec508/ 508st andards. ht mand 36 CFR 1194.) These sane
accessibility standards have been approved by the PBGC Techni cal Revi ew Board and adopted by the PBGC
Ofice of Informati on Technol ogy Governance and Conpl i ance Board.

(c) Al EIT procured through this contract nust neet the applicable accessibility standards which
have been pronul gated by the Access Board and adopted by the PBGC. Further information on the
applicabl e accessibility standards can be found in the Requirenents Section of this solicitation and
the resulting contract.

(d) Al contract deliverables nust conformto the applicable Section 508 accessibility standards as
specified in the Requirements Section of this solicitation and the resulting contract.

(e) No contract deliverables will be accepted as final deliverables until the contractor denonstrates
to the Contracting Officer's Representative (COR) that the deliverables conply with the applicable

Section 508 accessibility standards. In the event of a dispute between the contractor and the COR
as to whether the contract deliverables satisfy the accessibility standards, the COR s assessnent
of Section 508 conpliance will control. The contractor shall nake all additional changes to the

contract deliverables required by the COR s assessnment at no additional charge to PBGC.

H. 11 PBGC 52.239-7004 CLOUD MANAGED SERVI CES ( APR 2016)
(a) FEDRAMP REQUI REMENTS BASELI NE

Under this contract, the contractor shall deliver nanaged services to the PBGC in accordance with

the federal policy for the protection of federal information in cloud services as found in the

O fice of Managenent and Budget (OVB) Menp on the Security Authorization of Infornmation Systens in

Cl oud Conputing Environnents (Decenber 2011). This policy is the basis for the Federal Ri sk and

Aut hori zati on Managenent Program (FedRAMP) whi ch seeks to develop a trusted, cost-effective and ri sk-
based rel ati onshi p between federal agencies and cloud service providers (CSPs). In order to achieve
the policy objectives of the OMB Menp and to ensure the integrity, security and confidentiality of
the PBGC s information and information systens in the cloud environnment, the contractor shall comply
with the controls in the nost recent FedRAMP cl oud conputing security requirements baseline for
noder at e i npact systens.

For purposes of this contract clause, managed services are defined as an | T-enabl ed busi ness
capability provided by a commercial organi zation and delivered through cl oud platforns.

(b) REQUI RED DOCUMENTATI ON AND ACCESS

1. doud Computing Services fromJoint Accreditation Board (JAB)-Certified C oud Service Providers
(CsP)

During contract performance, the contractor, a JAB-certified CSP utilizing a cloud platform shall

del i ver nmanaged services to the PBGC and shall nmintain the foll owi ng docunentation using the nost
current FedRAMP requirements and tenplates: (http://FedRAVP. gov)
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Security Assessment Report (SAR)

System Security Plan (SSP)

Pl an of Action and M| estones (POA&M

Cont i nuous Monitoring Plan (CW)

I nterconnecti on Agreenents/ Service Level Agreenents/Mnorandum of Agreenents

Paoow

Thi s documentation shall be updated and delivered to the Contracting Oficer#s Representative (COR)
within 90 cal endar days of any updated FedRAMP requirenments. Oherw se, this docunentation shall

be updated and delivered to the COR within 30 cal endar days of any serious physical or |ogical
changes at the data center(s) housing any governnent-provi ded data where changes may i nmpact the CSP#s
operations or security.

For purposes of this contract clause, a serious physical or |ogical change at the contractor's data
center(s) neans that a loss of confidentiality, integrity, or availability of governnent-provided

i nformati on m ght:

a. cause a significant degradation in mission capability to an extent and duration that the CSP is
able to performits prinmary functions, but the effectiveness of the functions is significantly
reduced;

b. result in significant danage to CSP assets;

c. result in significant financial loss to the CSP;, or

d. result in significant harmto individuals that does not involve loss of life or serious life
threatening injuries.

2. Cloud Conputing Services from Agency-Certified C oud Service Providers

During contract performance, the contractor, an agency-certified CSP utilizing a cloud platform shall
provi de managed services to the PBGC and shall maintain the follow ng documentation using the nost
current FedRAMP requirements and tenplates: (http://FedRAVP. gov)

Privacy | npact Assessnent (PlA)

Security Assessment Report (SAR)

System Security Plan (SSP)

I T System Conti ngency Plan (CP)

. I T System Contingency Plan Test Results (The CORwill notify the contractor if it needs to neet
this requiremnent.)

f. Continuous Mnitoring Plan (CWP)

g. Plan of Action and M I estones (POA&M
h. Interconnection Agreenents/ Service Level Agreenents/Mnorandum of Agreenents

Pocoe

Thi s docunmentation shall be updated and delivered to the COR within 90 cal endar days of any updated
FedRAMP requi rements. O herwi se, this docunentation shall be updated and delivered to the COR within
30 cal endar days of any serious physical or |ogical changes at the data

center(s) housing any government-provi ded data where changes nmay inpact the CSP's operations or
security.

For these purposes, a serious physical or |ogical change at the contractor's data center(s) shall be
under st ood and applied in accordance with the definition in paragraph (b)1l., above.

3. Conpliance Review

The contractor shall nmeke available to PBGC or its designated agent any docunentation and any

physi cal and | ogi cal access needed to support the contractor#s conpliance with the docunentation
and other requirements set forth in this contract clause. Wen requested by the COR the contractor
shal | make appropriate personnel available for interviews during any such conpliance reviews.

(c) PERSONNEL SCREEN NG

1. Physical Access Requirenents

The contractor shall conply with the nbst recent issuance of PBGC Directive GA 10-11, PBGC HSPD- 12
Credential Issuance for Federal Enployees and Contractors, which nandates procedures for ensuring the
suitability and reliability of personnel in accordance with the physical access requirements of the
Homel and Security Presidential Directive (HSPD) 12.

2. Entrance on Duty and Separation Procedures
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The contractor shall conply with the nbst recent issuance of PBGC Directive PM 05-1, PBGC Entrance

on Duty and Separation Procedures for Federal and Contractor Enpl oyees, which nmandates procedures to
ensure a robust personnel and physical security programthat protects the integrity and safety of all
PBGC personnel, data and property.

(d) REPORTI NG REQUI REMENTS
1. System Security and Conti nuous Monitoring Plans

During every year of contract performance, the contractor shall submit verification to the COR that
its SSP and CWMP remain valid in accordance with the nost current FedRAMP O oud Conputing Security
Requi renents Baseline for noderate inpact systens. The COR will determine the timng of these annual
verification reports.

2. Continuous Mnitoring Efforts

The contractor shall report on a weekly basis and through an el ectronic dashboard the output of

its continuous nmonitoring efforts. The PBGC nust have an ability to connect electronically to the
contractor#s dashboard. The contractor is responsible for nmitigating any and all security risks
found during any continuous nmonitoring activities.

3. Security Assessnent Report

If any contractor is subject to an assessnment of its SAR then the contractor shall deliver the
assessment results to the COR within 30 cal endar days of receiving the report.

4., Discovered Waknesses and Plan of Action and M| estones Docunents

Al'l discovered weaknesses to be remedi ated shall be subject to a POA&M docunent. The contractor shall
subnmit an updated POA&M report quarterly to the COR

The contractor shall report to the COR any weakness of a severe or catastrophic adverse effect on its
security posture within 24 hours or any weakness of serious adverse effect within five cal endar days
fromthe tine the weakness was di scovered. The contractor shall nitigate any severe, catastrophic
or serious weakness in a POA&M docunent and deliver nonthly progress reports to the COR until the
weakness i s resol ved.

a. For purposes of this contract clause, a severe or catastrophic adverse effect on the security
posture of the CSP neans that a |loss of confidentiality, integrity, or availability of governnent-
provi ded i nfornmation might:

i. cause a severe degradation in or loss of mission capability to an extent and duration that the CSP
is not able to performone or nore of its primary functions;

ii. result in major danage to CSP assets;

iii. result in major financial loss to the CSP;, or

iv. result in severe or catastrophic harmto individuals involving loss of life or serious life-
threatening injuries.

b. For purposes of this paragraph, a serious adverse effect on the CSP shall be understood and applied
in accordance with the definition in paragraph (b)1l., above.

Every three years, the contractor shall have conducted a security assessnent and authorization process
by a FedRAMP-accredited third-party assessing organi zation (3PAO) and shall submt the resulting SAR
to the COR within 30 cal endar days of receipt. The contractor shall nmitigate any identified gaps
and vul nerabilities utilizing a POA&M docunment and shal | deliver nmonthly progress reports to the COR
until the identified gaps and vul nerabilities are resolved. The PBGC will determine the risk rating
of such vul nerabilities.

5. Desi gnat ed Personnel

The contractor shall provide a list of its personnel who shall receive security alerts, advisories and
directives. The list will provide nanmes and roles in regard to system adni nistration, nonitoring
and security responsibilities and if applicable, shall include the |ist of FedRAMP personnel al so
required to receive security alerts, advisories and directives.

6. Unanti ci pated Threats or Hazards
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If new or unanticipated threats or hazards are discovered by either the PBGC or the contractor, or if
exi sting safeguards have ceased to function, the discoverer shall inmediately, upon detection, bring
the situation to the attention of the other party.

7. Conput er Security Incidents

The contractor shall report all conmputer security incidents to the United States Conputer Energency
Readi ness Team (US-CERT) in conpliance with the nost current version of the National Institute

of Standards and Technol ogy (NI ST) Special Publication (SP) 800-61. Any incident that involves
conprom sed Personally Identifiable Information (PlII) shall be reported to the US-CERT within one
hour of detection regardless of the incident category reporting tinefranme. The contractor also shall
report to the PBGC Chief Privacy Oficer in the Ofice of the General Counsel any incident reported
to the US-CERT within 24 hours of the report to the US-CERT.

If required, the contractor shall conply with the NIST SP 800-86 in regard to the integration of
forensic techniques in its response to the security incident. The N ST publication will define the
procedures, issues and technol ogies the contractor shall use to resolve the incident.

(e) STORI NG AND HANDLI NG GOVERNVENT AND GOVERNMENT- PROVI DED | NFORVATI ON
1. Contractor#s Data Centers

The contractor shall identify all data centers where the PBGC#s data shall reside whether it is

the PBCC#s data at rest, data as a backup or otherwise. Al data centers shall reside within the
boundari es of the continental United States. The contractor shall ensure that the PBGC#s data
remain solely within the identified data centers unless the Contracting Oficer (CO provides witten
consent for the information to be released or renoved fromthe authorized boundary, including a nove
to a new data center.

2. Physical Security

The contractor shall ensure that the network infrastructure and the structural facilities housing the
network infrastructure are physically secure.

3. Controlled Unclassified Information (CU)

Any infornation, including financial data, personally identifiable information (PIl1) and confidenti al
informati on, nade available to the contractor by the PBGC and any i nformation gathered, devel oped,
created for or delivered to the PBGC by the contractor pursuant to this contract shall be considered
as Controlled Unclassified Information (CU ). The contractor shall protect all such CU collected,
devel oped, hosted and/or stored on its infrastructure.

The contractor shall not publish or disclose in any manner, without the CO#4s witten consent, the
details of any safeguards designed or devel oped by the contractor under this contract or otherw se
provi ded by the government to safeguard CU . The contractor shall conply with the nost recent
version of PBGC Cl ause 52.209-7000, Handling Sensitive Information, to ensure the security, integrity
and confidentiality of any and all PBGC and PBGC-provided informati on. The contractor shall protect
all PBGC and contract-rel ated data and i nfornmati on agai nst unaut hori zed nodi fication, theft or
destruction.

4. Encryption Requiremnents

The contractor shall provide security nmechanisnms for handling data at rest and in transit in
accordance with the contract perfornmance requirenents. The contractor shall document its

activities, including a chain of custody to ensure accountability, when transporting PBGC i nformation
stored on digital and non-digital nedia and shall enploy cryptographic nechanisns to protect the
confidentiality and integrity of this information during transport outside of controlled areas.

Digital media containing PBGC infornation that is transported outside of controlled areas shall be
encrypted. Non-digital nmedia including but not limted to CO-ROW and fl oppy di sks, shall be secured
by locking the nedia in a container. PBGC data residing on nobile or portable devices (e.g., USB
flash drives, external hard drives, and SD cards) nust be encryptedl| PBGC data residing on |aptop
conputing devices must be protected with N ST-approved encryption software.

5. Cryptography for Digital Signatures
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The contractor shall provide a cryptography systemfor digital signatures that inplenments an
encryption standard that provides for origin authentication, data integrity, and signer non-
repudi ati on.

6. Transmitting Infornmation

The contractor shall ensure that all CU governnent information, other than unrestricted infornation,
being transnmitted fromthe PBGC to external entities using cloud services is inspected by Trusted
Internet Connections (TIC) processes. Alternatively, the contractor shall route all external
connections through a TIC.

7. ldentification and Aut hentication (PBGC and PBGC Contractor Users)

The contractor shall support a secure, multi-factor nethod of renote authentication and authorization
for identified PBGC system adm nistrators in accordance with contract perfornance requirenments.
The contractor shall support nulti-factor authentication including a nethod of authentication
or integration with the existing PBGC system including the PBGC s systemfor Personal l|dentity
Verification (PIV) cards.

8. ldentification and Aut hentication (Non-PBGC and Non- PBGC Contractor Users)

The contractor shall support a secure, multi-factor nethod of renote authentication and authorization
to identified contractor administrators that will allow contractor-designated personnel the ability
to perform adninistrative duties on the contractor#s system housing the CU and other PBGC and PBGC-
provi ded data and i nformation.

9. Rights in Data

The PBGC retains unrestricted rights to all governnent data provided the contractor. PBGC retains
ownership of the PBGC#s data and its applications hosted on the contractor#s infrastructure. The
contractor shall provide all requested nmaterials, data and information to the PBGC within 24 hours of
a witten request and at no additional cost to the PBGC.

10. Handling Sensitive Infornmation

To provide evidence of its efforts to safeguard against threats and hazards and in accordance with
the provisions of FAR 52.239-1, Privacy or Security Safeguards, the contractor shall provide the
PBGC or its del egated agents with access to the contractor#s facilities, installations, technical
capabilities, operations, docunentation, records and databases within 72 hours of a witten request.

If the PBGC exercises its right to access the contractor#s facilities, the contractor shall allow
the PBGC or its del egated agents to performforensic testing to evaluate vulnerabilities in the
processing, release, transportation or storage of the PBGC i nfornation.

The PBGC al so reserves the right to conduct security assessnent activities including control reviews
in accordance with FedRAMP requirenents. Control review activities include but are not limted to
conducting wirel ess scanning, including:

a. Aut henti cated and unaut henti cated operating system vul nerability scans;
b. Aut henti cated and unaut henticated web application vulnerability scans, if applicable;
C. Aut henti cat ed and unaut henti cated dat abase application vulnerability scans, if applicable.

Aut omat ed scans may be perforned by the PBGC or its del egated agents usi ng PBGC- operated equi pnent and
PBGC- speci fied tools.

If the contractor chooses to run its own autonmated scans or audits, results fromthese scans may
be accepted, at the PBGCHs discretion, in lieu of PBGC performed or PBGC del egat ed agent - performed

vul nerability scans. In these cases, scanning tools and their configuration shall be approved in
witing by the COR  The results of contractor-conducted scans shall be provided, in full, to the
COR.

(f) CONTRACT WORK PAPERS AND DELI VERABLES

1. Contract Deliverables
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The contractor shall use cryptographi c nechani sns and certified encryption nodules that conply with
the NI ST Federal Infornation Processing Standard (FIPS) Publication 140-2. All contract deliverables
shall be labelled as CU. External transm ssion or dissenination of contract deliverables to or from
PBGC equi pnent or information systens shall be encrypted

2. Disposition of Governnent Property

Al'l materials provided to and generated by the contractor renmain the property of the PBGC. The
contractor may not release any materials, infornmation or data associated with the contract without
the COs witten consent.

The CO shall provide the contractor with witten instructions pertaining to the disposition of al
contract-related materials and data. The CO may require all PBGC equi pnent, all prelimnary contract
deliverables, all associated working papers, data, docunents and other materials deened rel evant
that have been used, provided to, gathered or generated by the contractor in the performance of the
contract to be returned to PBGC or destroyed in accordance with N ST SP 800-88, Guidelines for Media
Sani tization.

(g) RECORDS MANAGENENT

The contractor shall be responsible for maintaining all records pertaining to this contract in a
manner that retains their functionality and integrity throughout the life cycle of the records,
i ncl uding mai ntaining |inks between records and netadata. The contractor#s system of records
managenent for retaining and archiving records shall conformw th the standards established by the
Nati onal Archives and Records Administration (NARA). The contractor shall retain and di spose of
el ectronic records, including electronic mail records, in accordance with the requirements of 36
CFR sections 1236.20 and 1236.22 and with NARA bulletins pertaining to managing records in a cloud
conputing environnent.

(h) RIGHTS AND LI ABILITIES

The contractor shall indemify, defend, and hold the PBGC harmess fromall liabilities, damages, and
costs arising froma third party claimthat the technol ogy used to provide the services pursuant to
this contract infringes or nisappropriates any patent, copyright, trade secret or trademark of such
third party.

(i) SUBCONTRACT AGREEMENTS

The provisions of this clause shall flow down to any and all subcontract agreenents and shall be
bi ndi ng on any subcontractors responsi bl e for performance of any contract activities.

H 12 PBGC 52.239-7006 | NFORMATI ON TECHNOLOGY MANAGEMENT (AUG 2018)

(a) The contractor shall adhere to PBGC Directive |IM05-07, Information Technol ogy Managenent
(avail abl e at https://ww. pbgc. gov/ about/ procurenent/ procurenent - managenent -di rectives) and the
Informati on Technol ogy Life Solutions Cycle Managenent (ITSLCM) franework (available at https://

www. pbgc. gov/sites/default/files/itslcmfranmework. pdf). After award, conputer-based | TSLCM trai ni ng
and access to internal docunents such as standards, Technical Reference Mdel, and details on IT
gover nance boards are available to contractors

(b) The contractor shall use industry best practice nodul ar devel opnent approaches such as agile and
iterative, and map deliverables to the ITSLCMciting the version of the | TSLCM bei ng fol | owed.

(c) The contractor shall establish, properly baseline, track, and report on IT project data (e.qg.
cost, schedule, risks, issues) in PBGC provided system of record
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(d) The contractor shall work with the COR and I nformati on System Omers to maintain separation
of duties and to deternine required access to information systens for devel opnent, testing and
producti on purposes.

(e) The contractor shall work with the CORto initiate tinely corrective action plans to address
devi ations or non-conpliance with this clause.

H 13 PBGC 52.242-7000 POSTAWARD CONFERENCE ( MAR 2016)

(a) After contract award, the Contracting O ficer (CO, supported by the Contracting Oficer's
Representative (COR), will conduct a postaward conference for appropriate contractor and Pension
Benefit Guaranty Corporation (PBGC) personnel. The COR and other PBGC personnel, as appropriate,
will remain available to the contractor on an ongoing basis for consultation and gui dance, as needed,
during the period of perfornmance of the contract.

(b) During the postaward conference, the CO or COR will provide instructions regardi ng PBGC s
procedures for on-boarding for contractor enployees, including the mandatory infornation security
trai ni ng which nust be conpleted before access to PBGC i nformation or information systens will be
permitted. The COor COR will also address PBGC policies, procedures, and processes, and furnish
information on | ocating el ectronic copies of any PBCGC directives, policies, or procedures required
by the contractor. The COor COR W Il provide instructions regarding the separation of contractor
personnel at the end of contract performance and will explain the responsibilities of the contractor
enpl oyees in disposing of all PBGC information and naterials associated with contract perfornmance.

(c) The postaward conference will be held at 1200 K Street, NW Wishi ngton, DC (PBGC Headquart ers)

and will be conducted within seven business days followi ng contract award. The contractor will be
informed of the date, tine, and room nunber where the conference will be conduct ed.
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SECTION |
CONTRACT CLAUSES

.1 52.203-13 CONTRACTOR CODE OF BUSI NESS ETHI CS AND CONDUCT ( OCT 2015)
(Ref erence 52.203-13)

.2 52.204-9 PERSONAL | DENTITY VERI FI CATI ON OF CONTRACTOR PERSONNEL (JAN 2011)
(Ref erence 52.204-9)

.3 52.212-4 CONTRACT TERVMS AND CONDI Tl ONS- - COMMVERCI AL | TEMS (JAN 2017)
(Ref erence 52.212-4)

I.4 52.215-2 AUDI T AND RECORDS- - NEGOTI ATI ON ( OCT 2010)
(Ref erence 52.215-2)

.5 52.215-8 ORDER OF PRECEDENCE- - UNI FORM CONTRACT FORMAT ( OCT 1997)
(Ref erence 52.215-8)

.6 52.215-10 PRI CE REDUCTI ON FOR DEFECTI VE CERTI FI ED COST OR PRI Cl NG DATA (AUG 2011)
(Ref erence 52.215-10)

|.7 52.215-11 PRI CE REDUCTI ON FOR DEFECTI VE CERTI FI ED COST OR PRI Cl NG DATA- - MODI FI CATI ONS ( AUG 2011)
(Ref erence 52.215-11)

|.8 52.216-8 FIXED FEE (JUN 2011)
(Ref erence 52.216-8)

1.9 52.224-1 PRI VACY ACT NOTI FI CATI ON (APR 1984)
(Ref erence 52.224-1)

.10 52.224-2 PRI VACY ACT (APR 1984)
(Ref erence 52.224-2)

.11 52.233-3 PROTEST AFTER AWARD ( AUG 1996)
(Ref erence 52.233-3)

.12 52.242-15 STOP-WORK ORDER (AUG 1989)
(Ref erence 52.242-15)

.13 52.246-25 LIM TATION OF LI ABILITY--SERVICES (FEB 1997)
(Ref erence 52. 246- 25)

|.14 52.212-5 CONTRACT TERVS AND CONDI TI ONS REQUI RED TO | MPLEMENT STATUTES OR EXECUTI VE ORDERS- -
COMMVERCI AL | TEMB (AUG 2018)

(a) The Contractor shall conply with the followi ng Federal Acquisition Regulation (FAR) cl auses,
which are incorporated in this contract by reference, to inplenent provisions of |aw or Executive
orders applicable to acquisitions of comercial itens:

(1) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statenents
(JAN 2017) (section 743 of Division E, Title VII, of the Consolidated and Further Continuing
Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent appropriations
acts (and as extended in continuing resolutions)).

(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Devel oped or
Provi ded by Kaspersky Lab and OQther Covered Entities (Jul 2018) (Section 1634 of Pub. L. 115-91).

(3) 52.209-10, Prohibition on Contracting with Inverted Donestic Corporations (Nov 2015).

(4) 52.233-3, Protest After Award (Aug 1996) (31 U. S.C 3553).

(5) 52.233-4, Applicable Law for Breach of Contract Caim (Cct 2004) (Public Laws 108-77 and 108-78
(19 U.S.C. 3805 note)).

(b) The Contractor shall conply with the FAR clauses in this paragraph (b) that the Contracting
Oficer has indicated as being incorporated in this contract by reference to inplenment provisions of
|l aw or Executive orders applicable to acquisitions of comercial itens:
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(1) 52.203-6, Restrictions on Subcontractor Sales to the Governnent (Sep 2006), with Alternate
I (Cct 1995)(41 U.S.C. 4704 and 10 U.S.C. 2402).

X (2) 52.203-13, Contractor Code of Business Ethics and Conduct (Cct 2015) (41 U S.C. 3509).

X (3) 52.203-15, Whistleblower Protections under the Anerican Recovery and Reinvestnent Act
of 2009 (June 2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the American
Recovery and Reinvestnent Act of 2009.)

(4) 52.204-10, Reporting Executive Conpensation and First-Tier Subcontract Awards (COct 2016)
(Pub. L. 109-282) (31 U.S.C. 6101 note).

(5) [Reserved]

(6) 52.204-14, Service Contract Reporting Requirenents (Cct 2016) (Pub. L. 111-117, section 743
of Div. Q.

(7) 52.204-15, Service Contract Reporting Requirenents for Indefinite-Delivery Contracts (Cct
2016) (Pub. L. 111-117, section 743 of Div. C.

X (8) 52.209-6, Protecting the Government s |Interest Wien Subcontracting with Contractors
Debarred, Suspended, or Proposed for Debarnment. (Cct 2015) (31 U.S.C. 6101 note).

(9) 52.209-9, Updates of Publicly Available Infornation Regarding Responsibility Matters (Jul
2013) (41 U.s.C 2313).

(10) [Reserved]

(11) (i) 52.219-3, Notice of HUBZone Set-Aside or Sol e-Source Award (Nov 2011) (15 U S.C
657a) .

(ii) Alternate | (Nov 2011) of 52.219-3.

(12) (i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Busi ness Concerns
(Cct 2014) (if the offeror elects to waive the preference, it shall so indicate in its offer) (15
U S.C 657a).

(ii) Alternate | (Jan 2011) of 52.219-4.

(13) [Reserved]

(14) (i) 52.219-6, Notice of Total Small Business Set-Aside (Nov 2011) (15 U S.C 644).

(ii) Alternate I (Nov 2011) of 52.219-6.

(iii) Alternate Il (Nov 2011) of 52.219-6.

(15) (i) 52.219-7, Notice of Partial Small Business Set-Aside (Jun 2003) (15 U.S.C. 644).

(ii) Alternate | (Cct 1995) of 52.219-7.

(iii) Alternate Il (Mar 2004) of 52.219-7.

(16) 52.219-8, Wilization of Snall Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and
(3)).

(17) (i) 52.219-9, Small Business Subcontracting Plan (AUG 2018) (15 U.S.C. 637(d)(4)).

(ii) Alternate I (Nov 2016) of 52.219-9.

(iii) Alternate Il (Nov 2016) of 52.219-9.

(iv) Alternate Il (Nov 2016) of 52.219-9.

(v) Alternate IV (Aug 2018) of 52.219-9.

(18) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C 644(r)).

X (19) 52.219-14, Limtations on Subcontracting (JAN 2017) (15 U S.C. 637(a)(14)).

(20) 52.219-16, Liquidated Damages- Subcontracting Plan (Jan 1999) (15 U.S.C. 637(d)(4)(F)(i)).

(21) 52.219-27, Notice of Service-Disabled Veteran-Owmed Snmal |l Business Set-Aside (Nov 2011)
(15 U.S.C. 657f).

(22) 52.219-28, Post Award Snal | Busi ness Program Rerepresentation (Jul 2013) (15 U S.C. 632(a)

(2)).

(23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Econonically Di sadvantaged
Wonen- Owmed Sral | Busi ness Concerns (Dec 2015) (15 U.S.C. 637(m).

(24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Wonmen- Omned Shal | Busi ness
Concerns Eligible Under the Wrnen-Owmed Snall Business Program (Dec 2015) (15 U.S.C. 637(m).

X (25) 52.222-3, Convict Labor (June 2003) (E. O 11755).

X (26) 52.222-19, Child Labor--Cooperation with Authorities and Renedies (Jan 2018) (E. O
13126) .

X (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).

(28) (i) 52.222-26, Equal Opportunity (SEPT 2016) (E. O 11246).

(ii) Alternate | (Feb 1999) of 52.222-26.

(29) (i) 52.222-35, Equal Opportunity for Veterans (OCT 2015)(38 U.S.C. 4212).

(ii) Alternate | (July 2014) of 52.222-35.

(30) (i) 52.222-36, Equal Opportunity for Wirkers with Disabilities (JUL 2014) (29 U S.C
793) .

(ii) Alternate | (July 2014) of 52.222-36.

(31) 52.222-37, Enploynent Reports on Veterans (Feb 2016) (38 U. S.C 4212).

(32) 52.222-40, Notification of Enployee Rights Under the National Labor Relations Act (Dec
2010) (E. O 13496).

(33)(i) 52.222-50, Conbating Trafficking in Persons (Mar 2015) (22 U S.C. chapter 78 and E. O
13627) .
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(ii) Alternate | (Mar 2015) of 52.222-50 (22 U.S.C. chapter 7 and E. O 13627).

(34) 52.222-54, Enployment Eligibility Verification (Oct 2015). (E. O 12989). (Not applicable
to the acquisition of comercially available off-the-shelf itens or certain other types of commerci al
items as prescribed in 22.1803.)

(35) (i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA-Designated
Itens (May 2008) (42 U. S.C 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially
avail abl e off-the-shelf itens.)

(ii) Alternate | (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C). (Not applicable to the
acqui sition of commercially available off-the-shelf itens.)

(36) 52.223-11, Ozone-Depl eting Substances and H gh d obal Warm ng Potential Hydrofl uorocarbons
(Jun, 2016) (E.O 13693).

(37) 52.223-12, Maintenance, Service, Repair, or Disposal of Refrigeration Equi pment and Air
Condi tioners (Jun, 2016) (E. O 13693).

(38) (i) 52.223-13, Acquisition of EPEAT(R) -Registered |nmagi ng Equi prent (Jun 2014) (E.O's
13423 and 13514).

(ii) Alternate I (COct 2015) of 52.223-13.

(39) (i) 52.223-14, Acquisition of EPEAT(R) -Registered Tel evision (Jun 2014) (E O's 13423 and
13514) .

(ii) Alternate | (Jun 2014) of 52.223-14.

(40) 52.223-15, Energy Efficiency in Energy-Consum ng Products(Dec 2007) (42 U.S.C. 8259b).

(41) (i) 52.223-16, Acquisition of EPEAT(R)-Registered Personal Conputer Products (OCT 2015)
(E.O s 13423 and 13514).

(ii) Alternate | (Jun 2014) of 52.223-16.

X (42) 52.223-18, Encouraging Contractor Policies to Ban Text Messaging Wiile Driving (Aug 2011)
(E.O 13513).

(43) 52.223-20, Aerosols (Jun, 2016) (E. O 13693).

(44) 52.223-21, Foans (Jun, 2016) (E. O 13693).

X (45) (i) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C 552a).

(ii) Alternate | (JAN 2017) of 52.224-3.

(46) 52.225-1, Buy Anerican--Supplies (May 2014) (41 U S.C chapter 83).

(47) (i) 52.225-3, Buy Anerican--Free Trade Agreenents--lsraeli Trade Act (May 2014) (41 U S.C
chapter 83, 19 U S.C 3301 note, 19 U. S. C 2112 note, 19 U.S.C. 3805 note, 19 U S.C. 4001 note, Pub.
L. 103-182, 108-77, 108-78, 108-286, 108-302, 109-53, 109-169, 109-283, 110-138, 112-41,112-42, and
112-43).

(ii) Alternate | (May 2014) of 52.225-3.

(iii) Alternate Il (May 2014) of 52.225-3.

(iv) Alternate Il (May 2014) of 52.225-3.

(48) 52.225-5, Trade Agreenments (AUG 2018) 19 U.S.C. 2501, et seq., 19 U S.C. 3301 note).

X (49) 52.225-13, Restrictions on Certain Foreign Purchases (JUNE 2008) (E. O s, proclanations,
and statutes administered by the Ofice of Foreign Assets Control of the Departnent of the
Treasury).

(50) 52.225-26, Contractors Perform ng Private Security Functions Qutside the United States
(Cct 2016) (Section 862, as anended, of the National Defense Authorization Act for Fiscal Year 2008;
10 U.S.C. 2302 Note).

(51) 52.226-4, Notice of Disaster or Energency Area Set-Aside (Nov 2007) (42 U S.C 5150).

(52) 52.226-5, Restrictions on Subcontracting Qutside Disaster or Emergency Area (Nov 2007) (42
U S.C 5150).

(53) 52.232-30, Installment Paynments for Commercial ltems (Jan 2017) (41 U.S.C. 4505, 10 U S.C
2307(f)).

(54) 52.232-30, Installnment Paynents for Commercial Items (COct 1995)(41 U S.C. 4505, 10 U S.C
2307(f)).

X (55) 52.232-33, Paynment by Electronic Funds Transfer - System for Award Managenment (Jul 2013)
(31 U.S.C 3332).

(56) 52.232-34, Paynment by El ectronic Funds Transfer - Other Than System for Award Managenent
(Jul 2013) (31 U.S.C 3332).

(57) 52.232-36, Paynment by Third Party (May 2014) (31 U S.C. 3332).

(58) 52.239-1, Privacy or Security Safeguards (AUG 1996) (5 U.S.C 552a).

(59) 52.242-5, Paynments to Snall Business Subcontractors (Jan 2017)(15 U S.C. 637(d)(12)).

(60) (i) 52.247-64, Preference for Privately Owed U. S.-Flag Commercial Vessels (Feb 2006) (46
U S.C Appx. 1241(b) and 10 U S.C 2631).

(ii) Alternate | (Apr 2003) of 52.247-64.

(iii) Alternate Il (Feb 2006) of 52.247-64.

(c) The Contractor shall conply with the FAR clauses in this paragraph (c), applicable to comerci al
services, that the Contracting O ficer has indicated as being incorporated in this contract by
reference to inplenment provisions of |aw or Executive orders applicable to acquisitions of conmercial
itemns:
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(1) 52.222-17, Nondi splacement of Qualified Wrkers (May 2014) (E O 13495).

(2) 52.222-41, Service Contract Labor Standards (AUG 2018) (41 U. S.C. chapter 67).

(3) 52.222-42, Statenent of Equivalent Rates for Federal Hires(Muy 2014) (29 U.S.C. 206 and 41
U S.C. chapter 67).

(4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards -Price Adjustnment
(Mul'tiple Year and Option Contracts) (AUG 2018)(29 U.S.C. 206 and 41 U.S.C. chapter 67).

(5)52.222-44, Fair Labor Standards Act and Service Contract Labor Standards--Price Adjustnent
(MAY 2014) (29 U.S.C 206 and 41 U.S.C. chapter 67).

(6)52.222-51, Exenption from Application of the Service Contract Labor Standards to Contracts
for Maintenance, Calibration, or Repair of Certain Equipnent--Requirenments (MAY 2014) (41 U S.C
chapter 67).

(7) 52.222-53, Exenption from Application of the Service Contract Labor Standards to Contracts
for Certain Services--Requirenments (May 2014) (41 U.S.C chapter 67).

(8) 52.222-55, M ni mum Wages Under Executive Order 13658 (Dec 2015).

(9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O 13706).

(10) 52.226-6, Pronoting Excess Food Donation to Nonprofit Organizations (May 2014) (42 U.S.C.

1792) .

(11) 52.237-11, Accepting and Dispensing of $1 Coin (Sept 2008)(31 U S.C. 5112(p)(1)).

(d) Conptroller General Examination of Record. The Contractor shall conply with the provisions of
this paragraph (d) if this contract was awarded using other than sealed bid, is in excess of the
sinplified acquisition threshold, and does not contain the clause at 52.215-2, Audit and Records-
Negoti ati on.

(1) The Conptroller Ceneral of the United States, or an authorized representative of the
Conptrol ler General, shall have access to and right to exam ne any of the Contractor s directly
pertinent records involving transactions related to this contract.

(2) The Contractor shall nmeke available at its offices at all reasonable tinmes the records,
materials, and other evidence for exam nation, audit, or reproduction, until 3 years after final
paynent under this contract or for any shorter period specified in FAR Subpart 4.7, Contractor
Records Retention, of the other clauses of this contract. If this contract is conpletely or partially
term nated, the records relating to the work term nated shall be made available for 3 years after
any resulting final termnation settlenent. Records relating to appeal s under the disputes clause or
to litigation or the settlenent of clains arising under or relating to this contract shall be nade
avail abl e until such appeals, litigation, or clains are finally resol ved.

(3) As used in this clause, records include books, documents, accounting procedures and practi ces,
and other data, regardl ess of type and regardless of form This does not require the Contractor
to create or maintain any record that the Contractor does not maintain in the ordinary course of
busi ness or pursuant to a provision of |aw

(e)

(1) Notwithstanding the requirenents of the clauses in paragraphs (a), (b), (c), and (d) of
this clause, the Contractor is not required to fl ow down any FAR cl ause, other than those in this
paragraph (e)(1l)in a subcontract for conmmercial itens. Unless otherw se indicated bel ow, the extent
of the flow down shall be as required by the clause--

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U. S.C 3509).
(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreenents or

Statenments (JAN 2017) (section 743 of Division E, Title VII, of the Consolidated and Further
Conti nui ng Appropriations Act, 2015 (Pub. L. 113-235) and its successor provisions in subsequent
appropriations acts (and as extended in continuing resolutions)).

(iii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Servi ces Devel oped or

Provi ded by Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 of Pub. L. 115-91).

(iv) 52.219-8, Wilization of Snall Business Concerns (Nov 2016) (15 U.S.C. 637(d)(2) and (3)),
in all subcontracts that offer further subcontracting opportunities. |If the subcontract (except
subcontracts to snall business concerns) exceeds $700,000 ($1.5 million for construction of any
public facility), the subcontractor nust include 52.219-8 in |lower tier subcontracts that offer
subcontracting opportunities.

(v)52.222-17, Nondisplacement of Qualified Workers (May 2014) (E. O 13495). Fl ow down required

in accordance with paragraph (1) of FAR clause 52.222-17.

(vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015).

(vii) 52.222-26, Equal Opportunity (Sept 2016) (E. O 11246).

(viii) 52.222-35, Equal Opportunity for Veterans (Cct 2015) (38 U. S . C. 4212).

(ix) 52.222-36, Equal Opportunity for Workers with Disabilities(Jul 2014) (29 U S.C. 793).

(x) 52.222-37, Enploynent Reports on Veterans (Feb 2016) (38 U S.C. 4212).

(xi) 52.222-40, Notification of Enployee Rights Under the National Labor Relations Act (Dec

2010) (E. O 13496). Flow down required in accordance with paragraph (f) of FAR clause 52.222-40.

(xii) 52.222-41, Service Contract Labor Standards (AUG 2018), (41 U.S.C. chapter 67).

(xiii) 52.222-50, Conbating Trafficking in Persons (Mar 2015) (22 U.S.C. chapter 78 and E. O

13627). Alternate | (Mar 2015) of 52.222-50 (22 U.S.C. chapter 78 and E. O 13627).
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(xiv) 52.222-51, Exenption from Application of the Service Contract Labor Standards to Contracts
for Maintenance, Calibration, or Repair of Certain Equipnent--Requirenents (May 2014) 41 U. S.C
chapter 67.)

(xv) 52.222-53, Exenption from Application of the Service Contract Labor Standards to Contracts
for Certain Services--Requirenents (May 2014) (41 U.S.C. chapter 67)

(xvi) 52.222-54, Enployment Eligibility Verification (Oct 2015) (E. O 12989).

(xvii) 52.222-55, M nimum Wages Under Executive Order 13658 (Dec 2015).

(xviii) 52.222-62 Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E. O 13706).

(xix) (A) 52.224-3, Privacy Training (JAN 2017) (5 U S. C. 552a).

(B) Alternate | (JAN 2017) of 52.224-3

(xx) 52.225-26, Contractors Performing Private Security Functions Qutside the United States (Cct
2016) (Section 862, as anended, of the National Defense Authorization Act for Fiscal Year 2008; 10
U S.C. 2302 Note).

(xxi) 52.226-6, Pronoting Excess Food Donation to Nonprofit Organizations. (MAY 2014) (42 U.S.C.
1792). Flow down required in accordance with paragraph (e) of FAR cl ause 52.226-6

(xxii) 52.247-64, Preference for Privately-Omed U S. Flag Comrerci al Vessels (Feb 2006) (46
U S. C. Appx 1241(b) and 10 U.S.C. 2631). Flow down required in accordance wi th paragraph (d) of FAR
cl ause 52.247-64.

(2) Wiile not required, the Contractor may include in its subcontracts for comercial items a

m ni mal nunber of additional clauses necessary to satisfy its contractual obligations

(End of O ause)

.15 52.216-1 TYPE OF CONTRACT ( APR 1984)

The Governnent contenplates award of a Indefinite Delivery Indefinite Quantity (1D Q contract
resulting fromthis solicitation

(End of Provision)

.16 52.216-18 ORDERI NG (OCT 1995)

(a) Any supplies and services to be furnished under this contract shall be ordered by issuance of
delivery orders or task orders by the individuals or activities designated in the Schedul e. Such
orders may be issued fromthe Date of Award through the | ast day of performance.

(b) Al delivery orders or task orders are subject to the ternms and conditions of this contract. In
the event of conflict between a delivery order or task order and this contract, the contract shal
control

(c) If mailed, a delivery order or task order is considered "issued" when the Governnent deposits
the order in the mail. Orders may be issued orally, by facsimle, or by electronic commerce nethods
only if authorized in the Schedul e.

(End of C ause)

.17 52.216-22 | NDEFI NI TE QUANTITY (OCT 1995)

(a) This is an indefinite-quantity contract for the supplies or services specified, and effective
for the period stated, in the Schedule. The quantities of supplies and services specified in the
Schedul e are estinmates only and are not purchased by this contract.

(b) Delivery or performance shall be nmade only as authorized by orders issued in accordance with
the Ordering clause. The Contractor shall furnish to the Government, when and if ordered, the
supplies or services specified in the Schedule up to and including the quantity designated in the
Schedul e as the "maximum" The CGovernment shall order at |east the quantity of supplies or services
designated in the Schedule as the "m ni mum"

(c) Except for any linmtations on quantities in the Order Limtations clause or in the Schedul e
there is nolimt on the nunber of orders that may be i ssued. The Governnent may issue orders
requiring delivery to multiple destinations or performance at nultiple |ocations

(d) Any order issued during the effective period of this contract and not conpleted within that
period shall be conpleted by the Contractor within the tinme specified in the order. The contract
shal |l govern the Contractor s and Governnent s rights and obligations with respect to that order to
the same extent as if the order were conpleted during the contract s effective period; provided
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that the Contractor shall not be required to nmake any deliveries under this contract after May 2035

(End of C ause)

.18 52.217-8 OPTION TO EXTEND SERVI CES (NOV 1999)

The Governnent may require continued performance of any services wthin the linits and at the rates
specified in the contract. These rates may be adjusted only as a result of revisions to prevailing

| abor rates provided by the Secretary of Labor. The option provision may be exercised nore than
once, but the total extension of performance hereunder shall not exceed 6 nonths. The Contracting
Oficer may exercise the option by witten notice to the Contractor within 1 day prior to the
expiration of the period of perfornmance.

(End of C ause)

.19 52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT ( MAR 2000)

(a) The Governnent nmay extend the termof this contract by witten notice to the Contractor within
1 day prior to the expiration of the period of performance. provided that the Government gives the
Contractor a prelimnary witten notice of its intent to extend at least 1 days before the contract
expires. The prelimnary notice does not conmit the Government to an extension.

(b) If the Governnent exercises this option, the extended contract shall be considered to include
this option clause.

(c) The total duration of this contract, including the exercise of any options under this clause,
shal |l not exceed 120 nont hs.

(End of C ause)

|.20 52.252-2 CLAUSES | NCORPORATED BY REFERENCE ( FEB 1998)

This contract incorporates one or nore clauses by reference, wth the same force and effect as

if they were given in full text. Upon request, the Contracting Officer will make their full text
avail able. Also, the full text of a clause may be accessed electronically at this/these address(es):

https://ww. acqui sition. gov

(End of C ause)
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SECTION J
LIST OF ATTACHMENTS
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J.1 Section J: List of Attachnents

SECTION J - LIST OF ATTACHMENTS

The attachment numbering aligns with the section of the RFP that references the attachment.

e Example: B.5 IDIQ Price Schedule is labeled B.5 because RFP section B.5 is the Price Schedule
section of the RFP.

e The letters a and b indicate there is more than one attachment referenced in that section of the
RFP.

Attachment B.5 — RMEW IDIQ Price Schedule
Attachment B.5 —RMEW TO 1 Price Schedule
Attachment C— Acronym List
Attachment C.1 — OIT Organization Chart
Attachment C.2 — RMEW Environment and Requirements
C.2.4 — RMEW Information System Contingency Plan (ISCP)
Attachment C.2.a — TRM AD Tools
Attachment C.4.2.a - IT Solutions Life Cycle Management (ITSLCM) Framework
Attachment C.4.2.b — ITSLCM Handbook
Attachment C.6 - Performance Standards
Attachment L.2. 1 — RMEW Task Order Request 1
Attachment L.2.1.2 — Proposed Staffing by Labor Category
Attachment L.3.a — RMEW Labor Category Crosswalk
Attachment L.3.b — RMEW Proposed Labor Rate Buildup

Attachment L.5 - Solicitation Questions Template
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SECTION K
REPRESENTATIONS, CERTIFICATIONS AND OTHER STATEMENTS OF OFFERORS

K. 1 PBGC 52.239-7003 CLOUD COVPUTI NG REPRESENTATI ON ( APR 2016)
(a) DEFI N TIONS
(1) doud Conputing. Coud conmputing is a nodel for enabling ubiquitous, convenient, on-dermand
network access to a shared pool of configurable conmputing resources (e.g., networks, servers
storage, applications, and services) that can be rapidly provisioned and rel eased with nini nal
managenent effort or service provider interaction. This cloud nodel is conposed of five, essentia
NI ST-defi ned characteristics: on-denand sel f-service; resource pooling; broad network access; rapid
el asticity; and neasured service.
(2) Delivery Method. A deployment nodel by which an IT service is delivered to the consunmers of the
service. Both cloud conputing and non-cl oud conputing are two delivery nodels
(3) Internal Hosting Service. An IT service that is owned, operated, and provided by and for PBGC
and delivered by cloud or non-cloud nethod.
(4) Non-C oud Conputing. Non-cloud conmputing is a service delivery nodel that does not neet al
five, essential, N ST-defined characteristics of cloud conputing.
(5) Managed Service. An |T-enabled business capability provided by a comercial organization and
del i vered through cloud or non-cloud platfornmns.
(6) Provisioned IT Service. An IT service that is (1) owned, operated, and provided by an outside
vendor or an external government organization (i.e., not managed, owned, operated, and provided
by the procuring organization) and (2) consunmed by the agency on an as-needed basis (e.g., the E-
CGovernnent Line of Business from another federal agency; the purchase of Software as a Service (SaaS)
Platformas a Service (PaaS) or Infrastructure as a Service (laaS) froma private service provider;
or the purchase of shared service or cloud service). At PBGC, provisioned |IT services are conposed
of Managed and Shared Services.
(7) Shared Service. An |IT-enabled business capability provided by a federal agency for consunption
within or between federal agencies and is delivered through cloud or non-cloud platforns.

(b) PROVI DI NG CLOUD COMPUTI NG SERVI CES

The O feror shall place a checknark next to all statenents which accurately reflect the Provisioned IT
Service being offered in response to the PBGC Solicitation:

By initialing this statement, the Offeror represents that it has read and under st ands t he
definitions at paragraph (a) in this clause

By initialing this statement, the Offeror represents that the cloud conputing delivery node
it is offering in response to this Solicitation neets the five, essential N ST characteristics of a
cloud solution: on-denand sel f-service; resource pooling; broad network access; rapid elasticity;
and neasured service

By initialing this statement, the O feror further represents that the Provisioned | T Services
it will provide in response to this Solicitation will be the cloud conputing depl oynent nodel of
Managed Servi ce

(c) PROVI DI NG NON- CLOUD COMPUTI NG SERVI CES

The O feror shall place a checknmark next to all statenents which accurately reflect the Provisioned IT
Service being offered in response to the PBGC Solicitation:

By initialing this statement, the O feror represents that it has read and understands the
definitions at paragraph (a) in this clause

By initialing this statement, the Offeror further represents that the Provisioned |IT Service
it will provide in response to this Solicitation will be the non-cloud conputing depl oynment nodel of
Managed Servi ce

PAGE 84 OF 103 16PBGC19R0005



SECTION L
INSTRUCTIONS, CONDITIONS, AND NOTICES TO OFFERORS
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L.1 Section L: Instructions to Oferors

SECTION L: INSTRUCTIONS, CONDITIONS, AND NOTICES TO OFFERORS
L.1 GENERAL
L.1.1 RESPONSIBILITY

This contract shall be awarded only to a responsible prospective Contractor. To be determined
responsible, a prospective Contractor must:

Have adequate financial resources to perform the contract or have the ability to obtain them;

a) Be able to comply with the required or proposed delivery or performance schedule,
taking into consideration all existing commercial and governmental business
commitments;

b) Have a satisfactory performance record;

c) Have a satisfactory record of integrity and business ethics;

d) Have the necessary organization, experience, accounting and operational controls, and
technical skills, or the ability to obtain them (including, as appropriate, such elements as
production control procedures, property control systems, and quality control measures
applicable to materials to be produced or services to be performed by the prospective
Contractor and Subcontractors;

e) Have the necessary production and technical equipment and facilities, or the ability to
obtain them; and

f) Be otherwise qualified and eligible to receive an award under applicable laws and
regulations.

L.1.2 PROPOSAL SUBMISSION INSTRUCTIONS

Proposals must be submitted electronically via the PBGC Secure Proposal site. To submit your
proposal, follow the steps below:

1. Encrypt your file(s) (password protect).

2. Go to http://pbgc.leapfile.com

3. Select "Secure Upload."

4. Enter the email address of the Contracting Officer (Patrick McFarlane) and Contract Specialist
(Mark Miller) and (Dan Swart), mcfarlane.patrick@pbgc.gov

and copy to miller.mark@pbgc.gov and swart.dan@pbgc.gov

and click "Start."

5. Enter your contact information.

6. Enter your message and a description of the submission (this information will be included in the
notification sent to the Contracting Officer and the Contract Specialist).

7. Click the notification checkbox to ensure you receives notification when the proposal file is
downloaded by the Contracting Officer or the Contract Specialist.

8. Select the upload method, Regular or Enhanced. Regular upload works with all browsers, while
“Enhanced” works with Java enabled browsers.

9. Select proposal file(s) to be submitted.

10. Press the “Upload & Send” button.

PAGE 86 OF 103 16PBGC19R0005



11. Send a separate e-mail to the Contracting Officer and the Contract Specialist with the
encryption password. The Offeror will receive an automated system confirmation upon successful
proposal file upload, and an automated system confirmation upon successful proposal file upload,
and an automated system email when Contracting Officer or the Contract Specialist downloads
proposal file.

L.1.3 TIME FOR SUBMISSION OF OFFERS

All volumes of the proposal shall be submitted together to PBGC no later than December 20,
2018, 3:00 PM ET.

Each Offeror shall complete the appropriate sections of the SF33 and return it with their proposal
Volume Il. All amendments issued under this RFP must also be signed and returned with the
proposal.

L.1.4 LATE PROPOSALS

Complete electronic versions must be received before the time and date specified for receipt. If
the proposal is received at the destination after the time and date specified for receipt, the
proposal will be considered late and will be dealt with in accordance with the late proposal
provision of FAR 52.212-1.

L.1.5 Intentionally Omitted.
L.1.6 PROPOSAL FORMAT, INSTRUCTIONS AND COMPOSITION
L.1.6.1 General Instructions:

The Proposal shall use the specific format below. These directions assist in providing a fair and
equitable evaluation of all proposals. The Government may determine those proposals not
following the directions as unacceptable and may reject such offers from further consideration.
The Proposals shall use:

e 8.5 by 11-inch size.

e 12 pitch print or larger, Times New Roman style font.

o Legible tables, charts, graphs and figures shall be used wherever practical to depict
organizations, systems and layout, implementation schedules, plans, etc. These displays
shall be uncomplicated, legible, and shall not exceed 11 by 17 inches in size. For tables,
charts, graphs and figures, the text shall be no smaller than 10 point Arial or Times New
Roman.

e 1.25inch left hand margin, .75 inch right hand margin and 1 inch margins at both the top
and bottom for each page.

o All documents shall be in a Microsoft Office Compatible format

o All pages single spaced.

o Every page sequentially numbered; and

« Page numbers shall be centered in the bottom margin.
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The Offeror shall submit a Proposal addressing the evaluation factors listed in Section M. All
offers shall be evaluated preliminarily to ensure compliance with the requirements set forth in
this solicitation, which include the following:

o Timely receipt of the offer.
« Determination of contractor and subcontractor responsibility in accordance with FAR
9.104.
L.1.6.2 Volume I: Technical Proposal

The Offeror’s Volume I: Technical Proposal shall be organized as described below.

VOLUME I: TECHNICAL PROPOSAL

Section Page Limit Ref
Cover Page not counted in page limit | N/A
Cover Letter not counted in page limit | L.1.6.3
Table of Contents not counted in page limit | N/A
Compliance Matrix not counted in page limit | L.1.6.2
Factor 1: Key Personnel 3 pages L.2.1
Appendix A: Key Personnel Resumes 2 pages per key personnel | L.2.1
Factor 2: Corporate Experience 3 pages L.2.2
Factor 3: Response to Task Order Request L.2.3
Subfactor 3.1: Technical Approach 10 pages L.2.3.1
Appendix B: Work Breakdown Structure Not counted in page limit | L.2.3.1
Subfactor 3.2: Staffing Approach 6 pages L.2.3.2
Appendix C Proposed Staffing by Labor Not counted in page limit | L.2.3.2
Category
Subfactor 3.3: Management Approach 5 pages L.2.3.3
Appendix D: Draft Quality Control Plan 10 pages L.2.3.3
Subfactor 4.4: Transition 5 pages L.2.3.4
Factor 4: Synergistic Approach to Managing 4pages L.2.4
Related Systems
Factor 5: Demonstrated Ability to Perform 6 pages L.25
g)equirements Not Included in Task Order (Factor
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Factor 6: Past Performance 2 pages per past L.2.6
performance

No price information shall be included in the technical proposal. If price information is
found in the technical proposal, the entire proposal will not be evaluated.

Compliance Matrix. The Offeror shall prepare a Cross-Reference Matrix cross referencing all
RFP requirements to the location of the Offeror’s responses in their proposal. The Cross-
Reference Matrix provides reference information but is not evaluated. The Offeror’s format is
acceptable.

L.1.6.3 Cover Letter

A cover letter shall accompany the proposal to set forth any information that the Offeror wishes
to bring to the attention of the Government. The cover letter shall also stipulate that the Offeror’s
proposal is predicated upon all the terms and conditions of this RFP. In addition, it must contain
a statement that the Offeror’s proposal is valid for a period of 180 calendar days from the
submission date of the proposal.

The following introductory information is required in the Cover Letter of Volume | of the
proposal:

RFP Number (16PBGC19R0005)

Name and address of Offeror

Name, telephone number & Email address of main point-of-contact
Name of your contract administration office

Date of submission

Name, title and signature of authorized representative,

DUNS number, and

CAGE Code.

S@moaooe

L.2 - TECHNICAL
L.2.1 Factor 1: Key Personnel

Key Personnel Resumes - Provide résumés for the Key Personnel proposed in response to
this task order. Resumes should clearly demonstrate the degree of significant experience
as it relates to the requirements of the PWS. The resume must include:

a. Employment history, including employer’s name, position title, duties and
responsibilities;

b. Applicable skills, experience expertise and qualifications; and

¢. Relevant education, credentials and or certifications.
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Identify if any proposed personnel are contingent hires; and if so, provide a signed letter
of commitment by the proposed individual to serve in the stated position at contract
award.

L.2.2 Factor 2: Corporate Experience

Provide your experience and qualifications of the organization as a whole to provide the full
range of services in accordance with the requirements contained in this PWS. Describe your
experience in implementing quality and cost controls and project management (to include
financial tracking and reporting).

L.2.3 Factor 3: Response to Task Order Request

Factor 3 Subfactors

L.2.3.1 Subfactor 3.1: Technical Approach

Provide your technical approach to satisfying the requirements of PWS 4.2.2 ITSLCM
Execution Services: Enhancement and Maintenance [do not address Modernization] and
4.2.3 ITSLCM Operations and Disposition Services. Define the risks inherent in the
requirement and your risk mitigation plan.

Goals and Obijectives. Explain how you will work in close partnership with PBGC to
drive efficiencies and innovation to successfully meet the goals and objectives outlined in
PWS paragraph 3.

Work Breakdown Structure. Provide a Work Breakdown Structure to a Level 3
definition, summarizing your technical approach. The WBS should be an Excel document
(Labelled: Appendix A: Work Breakdown Structure).

L.2.3.2 Subfactor 3.2: Staffing Approach

Propose a staffing plan that describes who you plan to use on the task order and how their
prior experiences on similar tasks align with their roles and responsibilities in the
technical approach. Describe how you will acquire and retain qualified and experienced
personnel throughout the life of the contract. This approach must include how you attract,
motivate, and retain a qualified workforce. Include your approach and process for
replacement of personnel. Describe how you train your workforce and, specifically, how
you ensure personnel proficiencies are maintained and that your workforce stays current
with technology changes, innovative approaches, and trending methodologies throughout
the life of the contract. The staffing plan must identify subcontractor(s), if any, who will
be used under the task order and their qualifications. Provide proposed staffing, labor
category, roles and description, number of FTEs and number of hours using the format
provided in Attachment L.2.3.2 Proposed Staffing by Labor Category.
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L.2.3.3 Subfactor 3.3: Management Approach

Provide your management approach to satisfying PWS 4.1.1 Program Management and
4.1.2 Project Management. Discuss your approach to manage at the task order level,
across task orders, and across contracts (if proposing on multiple contracts).

Managing Staff. Discuss the ability of proposed staff to perform work assignments
accurately and in a timely manner. Discuss staffing flexibility and your commitment to
perform work assignments on short notice based on changing priorities.

Commitment to small business participation. Discuss your commitment to small
business participation.

Communication and Internal Controls. Discuss your communication and internal
controls that will ensure achievement of all requirements including adherence to contract
clauses and compliance with the overall contract.

Program Management Reviews. Discuss your approach to sharing performance and
progress against all task orders and projects in accordance with 4.11.1.

Management tools. Discuss the management tools, such as a dashboard (with sufficient
detail and graphical depiction) that you would utilize to give PBGC real-time access and
visibility to monitor and track contract deliverables, schedule, cost, and performance.

Information Technology Solutions Life Cycle Management (ITSLCM) framework.
Detail your approach to managing PBGC’s requirements through the ITSLCM
framework.

Organization Structure. Discuss your organization chart with a detailed explanation of
the organization structure, including your proposed key personnel and what authority the
individuals possess; what parts of the organization are responsible for managing and
accomplishing what work; where decision making authority lies within the organization;
and identify what work the prime, subcontractors or teaming partners are performing.
Describe what corporate resources will be available to the contractor team on the ground
for reach back capabilities, best practices, and ensuring the people on the contract have
what they need to perform well.

Quality Control Plan. Provide a draft Quality Control Plan that demonstrates how you
will independently assess and provide quality assurance to include continuous quality
control and quality improvement activities that cover the Offeror’s business and
operations and this contract. The QAP should sufficiently reflect and capture the
complexity of your organization and services offered. Describe your approach to
executing quality control in relation to software development (e.g., code reviews, peer
review) and operations (e.g., ticket resolution reviews). Describe how you will develop
and implement policies and procedures to identify potential quality issues, resolve
identified problems, promote innovation and ensure performance standards are met.
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Provide performance measures in addition to those stated in the PWS that are meaningful,
measurable, and challenging.

L.2.3.4 Subfactor 3.4: Transition

Provide a detailed draft Transition Plan that describes how you will transition-in all
services to be provided under this contract. The draft Transition Plan shall detail all
specific actions and critical steps that need to be taken and their expected completion
dates with task dependencies for transitioning-in each system and all of the PWS
requirements. The transition plan shall elaborate on managing transition issues and risks
to ensure minimal disruption. The draft Transition Plan should also describe your
approach to transitioning-out of activities, to include documentation, knowledge transfer,
training and support to PBGC to ensure a successful transition to another contractor.

L.2.4 Factor 4: Synergistic Approach to Managing Related Systems

Describe your holistic approach to managing related systems to facilitate the sharing of best
practices, lessons learned and team communication to increase efficiencies and management
effectiveness, and how the approach will lead to cost savings.

Describe your holistic approach across task areas to facilitate the sharing of best practices,
lessons learned and team communication to increase efficiencies and management effectiveness,
and how the approach will lead to cost savings.

Describe how you will ensure that corporate best-in-class approaches to Program Management
and Project Management are being disseminated to the project teams throughout the contract
duration.

L.2.5 Factor 5: Demonstrated Ability to Perform Requirements Not Included in Task Order
(Factor 3)

Provide your approach to 4.2.2 Execution Services: Modernization (only as it is different from
Execution Services: Enhancement and Maintenance); 4.2.1. Planning Services; and 4.3
Professional Advisory/Consulting Services.

L.2.6 Factor 6: Past Performance

Describe the experience and capability of your organization in conducting relevant work.
“Relevant” is meant to convey similarity in subject matter, dollar value, duration, and
complexity.

Provide at least three (3) Past Performance Profiles in the technical volume as prime and no more
than two (2) for each subcontractor consistent with all task areas detailed in the PWS. Include a
brief description of the project, project title, contract number, period of performance,
performance ratings, contract amount, and client identification including Agency or company
name, and point-of-contact with e-mail and telephone number. Contact information must be
current. Additionally, experience should demonstrate efforts utilizing similar technologies
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supporting the requisite systems. The Offeror shall only cite experiences that have occurred
within the three (3) years prior to the issuance of this RFP. This shall be no longer than two
pages for each reference.

L.3 BUSINESS / PRICE PROPOSAL (VOLUME I1):

BUSINESS / PRICE PROPOSAL (VOLUME 1) The Offeror shall provide a complete Price
Proposal and a complete Section K (Certifications and Representations) in accordance with the
solicitation. The Offeror’s Business/Price Proposal, must include the following items/documents:
The Proposal Form, SF 33, “Solicitation, Offer and Award.” The Proposal Form is to be
executed fully and used as the cover sheet (or first page) of this volume. The acceptance period
entered on the Proposal Form by the Offeror shall not be less than 180 calendar days from the
date specified for the receipt of offers. The person signing the Proposal Form must have the
authority to commit the Offeror to all the provisions of the proposal, fully recognizing that the
Government has the right, by terms of the solicitation, to make an award without further
discussions.

L.3.1. IDIQ Price Proposal
Offerors shall provide the following in the IDIQ Contract Price Proposal:

1) To facilitate the negotiation of task orders, the Contractor shall propose functional labor
categories (consistent with those in Attachment L.3.a) that might be proposed for future
task orders along with Fixed Price (FP) fully burdened labor rates for all Contract Line
Item Numbers (CLINSs) for the Base and all Option Periods for each contract proposed
(Attachment B.5 RMEW IDIQ Price Schedule). The rates shall be fixed for the base
period and all option periods. This price schedule shall become part of the contract if
awarded. The contract rates may be discounted at the task order level.

a. A completed Attachment L.3.b, Labor Rate Build Up.
b. Information regarding proposed escalation rate(s) for option periods, if applicable.

c. A completed Attachment L.3.a Labor Category Crosswalk that is consistent with
Attachment L.2.1.2, Proposed Staffing by Labor Category, submitted as part of
the technical proposal volume. PBGC Sample Labor Categories are provided to
standardize the review of proposed staffing and labor rates across all offerors.
Offerors shall select applicable PBGC sample labor categories that most closely
match the proposed internal company labor categories and functions. Offerors are
not required or encouraged to include all PBGC sample LCATS in their proposals.
All LCATS the Offeror anticipates for future task orders must be identified within
L.3.a and included for each CLIN in Attachment B.5 RMEW IDIQ Price
Schedule.

L.3.2 Task Order Pricing Proposal (for each contract proposed)
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Offerors shall propose CLIN pricing for performing work under the task order (for each contract
proposed) selecting the functional labor categories from those proposed at the contract level
(Attachment B.5 IDIQ). Offerors may not exceed proposed contract rates but may offer
discounted rates at the task order level.

Offerors must provide:

1) A completed Attachment B.5 Task Order, which shall include:

a. Proposed Task Order LCATS

b. Estimated hours for each proposed labor category in performance of Task Order
Requirements. Offerors should consider anticipated system efficiencies when
proposing estimated labor hours for the option years considering the goals and
objectives in PWS paragraph 3.

¢. Fully burdened hourly rate (for both Government Site and contractor site) for each
LCAT proposed for the task order.

d. Extended CLIN total price for each CLIN along with aggregate totals for each
performance period (base and each option).

e. Assumptions used in developing the task order price proposal, if applicable
(Attachment B.5 Task Order Assumptions Tab).

f. Hourly rate discounts proposed for the task order, if applicable.
L.3.3 Accounting System

The Offeror shall provide a copy of the Government approval/determination that its proposed
accounting system is adequate for the identification and recording of cost under cost-
reimbursable type contracts.

L.4 SMALL BUSINESS PARTICIPATION (VOLUME I11)

Separate from Small Business Participation, other than small business offerors shall also submit
a Small Business Subcontracting Plan. The subcontracting plan shall be submitted in VVolume I11.
The Offeror’s Subcontracting Plan for the contract shall comply with the requirements of FAR
Part 19.7 and that meets or exceeds the PBGC small business participation goals as set forth
below:

23 percent of prime contracts for small businesses

5 percent of prime and subcontracts for WOSBs

5 percent of prime and subcontracts for SDBs

3 percent of prime and subcontracts for HUBZone-certified small businesses
3 percent of prime and subcontracts for SDVOSBs

L.5 QUESTIONS CONCERNING THE SOLICITATION:

(a) All questions concerning this solicitation must be submitted in writing to the Contracting
Officer and the Contract Specialist.

PAGE 94 OF 103 16PBGC19R0005



(b) Questions will be submitted in writing by email to mcfarlane.patrick@pbgc.gov and copy to
miller.mark@pbgc.gov and swart.dan@pbgc.gov. Answers to inquiries/questions will be
provided to offerors being solicited, giving due regard to the proper protection of proprietary
information.

(c) No information concerning this solicitation will be provided in response to telephone calls.
All such requests must be submitted by email. Inquiries will be answered by amendment to the
solicitation.

(d) Prospective offerors are asked to submit their questions grouped by solicitation section and
making reference to the particular paragraph using Attachment L.5 Solicitation Questions
Template. Questions must be submitted in writing by October 23, 2018 at 9:00 AM to allow
the PBGC an opportunity to respond. Any questions received after that may not be answered
before the solicitation closing date.

L.6 OFFER VALIDITY STATEMENT

Offeror(s) shall make a clear statement in their proposal that the proposal is valid for no less than
180 calendar days from the closing date of the solicitation.
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SECTION M
EVALUATION FACTORS FOR AWARD
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M1

Section M Eval uation Factors for Award

SECTION M: EVALUATION FACTORS FOR AWARD
M.1 BASIS FOR AWARD

PBGC contemplates a maximum award of a single-award IDIQ contract as a result of this
solicitation but is not obligated to make any awards.

To be accepted and eligible for evaluation, proposals must be prepared in accordance with this
solicitation and must comply with the instructions given in this solicitation and must meet all the
solicitation requirements. PBGC will not evaluate proposals submitted that are not complete and
do not provide all requested information. While the Offeror may add assumptions, nothing
contained in the successful Offeror’s proposal shall constitute a waiver to any other requirement
in the contract.

An Offeror who includes essential information to substantiate their proposal will be rated higher
than an Offeror whose proposal contains unclear or ambiguous language, or merely paraphrase
the Government’s requirements. Proposals prepared in accordance with Government instructions
will rate higher than proposals that do not follow the instructions. An Offeror who simply states
they will perform the work and complete the requirements will be considered non-responsive and
subsequently will be determined technically non-compliant (unsatisfactory) and be eliminated
from further consideration for award.

Offeror’s technical approach must demonstrate a thorough understanding of the context of the
work to be performed and must possess the ability to perform all task requirements and have a
clear value proposition that attempts to differentiate itself from other potential Offerors. PBGC
will evaluate offers in two phases. The purpose of this procedure is to reduce the time and cost of
source selection, both for ourselves and for the competing offerors. We will execute the
procedure as follows:

PBGC will first evaluate Factors 1 and 2 and will eliminate from further consideration any that
do not receive a Satisfactory or higher for each Factor 1 and 2.

PBGC will then evaluate each offer against Factors 3 through 6 and eliminate from further
consideration any that do not receive Satisfactory or higher ratings and are therefore not
sufficiently competitive to be selected for contract award.

We will then evaluate the remaining offers against Factor 7 (Pricing). The Government intends
to select the best value offer based on a trade-off of non-price and price factors.

The decision to eliminate any offeror through this procedure will not constitute the establishment
of a competitive range, as described in FAR 15.306][c], and it will not obligate the Government
to conduct discussions or to solicit or entertain proposal revisions. However, we reserve the right
to establish a competitive range and conduct discussions if we decide that it is in the best interest
of the Government to do so.
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The Government reserves the right to award to other than the Offeror with the lowest price. To
determine whether a technically superior, higher priced offer is the best value to the Government,
the Contracting Officer will consider qualitative discriminators that are consistent with the order
of importance of the evaluation factors and subfactors.

M.2 EVALUATION FACTORS AND RELATIVE ORDER OF IMPORTANCE
The Offerors will be evaluated using the following criteria:
Technical Factors:

Factor 1: Key Personnel
Factor 2: Corporate Experience

Factor 3: Response to Task Order Request
Subfactor 1: Technical Approach
Subfactor 2: Staffing Approach
Subfactor 3: Management Approach
Subfactor 4: Transition
Factor 4: Synergistic Approach to Managing Related Systems
Factor 5: Demonstrated Ability to Perform Requirements Not Included in Response to Task
Order (Factor 3)
Factor 6: Past Performance

Price Factor:
Factor 7: Price

Technical Factors are in descending order of importance as follows:

Factor 3: Response to Task Order Request;

Factor 1. Key Personnel;

Factor 4. Synergistic Approach;

Factor 2: Corporate Experience;

Factor 6: Past Performance;

Factor 5;: Demonstrated Ability to Perform Requirements Not Included in Response to Task
Order (Factor 3);

Factor 3: Response to Task Order Request Subfactors are of equal importance.
Technical Factors (Factors 1-6), when taken together, are more important than price. As
Technical Factors (Factors 1-6) become more equal, the price will become substantially more

important in the best value trade-off analysis. The Contracting Officer will determine what trade-
offs promise the greatest value to the Government, all evaluation factors and price considered.
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The proposal must demonstrate to the Government’s satisfaction that the Offeror will
successfully accomplish the solicitation requirements and overall program objectives. Adjectival
ratings will be used to evaluate technical factors.

M.3 EVALUTION OF FACTORS
Factor 1: Key Personnel

The Offeror must demonstrate that Key Personnel have the requisite qualifications and
experience with respect to the functions they are proposed to manage (see Section H), as well as
their proposed availability and commitment to this effort.

Factor 2: Corporate Experience
The Offeror must demonstrate:

e experience and qualifications of the organization as a whole to provide the full range of
services contained in this PWS, including experience with maintenance, configuration,
customization and extension of Mitratech software products with specific reference to
Mitratech’s TeamConnect software platform

e experience in implementing quality and cost controls
e experience in project management (to include financial tracking and reporting)

Factor 3: Response to Task Order Request
The subfactors are of equal importance.
Subfactor 3.1: Technical Approach

The proposal will be evaluated to the extent to which it demonstrates the ability to satisfy
the requirements of PWS 4.2.2 ITSLCM Execution Services and 4.2.3 ITSLCM
Operations and Disposition Services, to include an understanding of risks inherent in the
requirement and the Offeror’s plan for risk mitigation. The evaluation will further
examine the extent to which the Offeror demonstrates how it will work in close
partnership with PBGC to drive efficiencies and innovation. The evaluation will consider
the extent to which the proposed Work Breakdown Structure (WBS) is mapped to the
PWS and the rationale for the proposed WBS.

Subfactor 3.2: Staffing Approach

This factor will be evaluated for the Offeror’s demonstrated understanding of the skill mix, the
levels of expertise and qualifications of personnel and the distribution and effective use of the
workforce (including staffing levels) necessary to support this requirement. In addition, this
factor will evaluate the Offeror’s approach for attracting, motivating and retaining a qualified
workforce as well as its planned approach to replacing personnel. The factor will evaluate the
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Offeror’s training approach and demonstrated ability to ensure personnel proficiencies are
maintained and that your workforce stays current with technology changes, innovative
approaches, and trending methodologies throughout the life of the contract.

Subfactor 3.3: Management Approach

This factor will evaluate the extent to which the Offeror demonstrates the ability to
manage work efforts and provide quality control and best practices that will likely result
in timely, consistent, professional, and quality support services and deliverables. The
evaluation will consider the Offeror’s demonstrated ability to satisfying PWS 4.1.1
Program Management and 4.1.2 Project Management requirements and the approach for
managing at the task order level and across task orders.

This factor will further consider the extent to which the Offer —

o Demonstrates the ability and agility to effectively managing staff.

e Demonstrates commitment to small business participation. The small business
participation shall be considered in determining the appropriate technical rating to be
applied.

e Demonstrates communication and internal control procedures and processes to ensure
achievement of all requirements.

o Details the organization and specifies key personnel and what authority the individuals
possess; the parts of the organization that are responsible for managing and
accomplishing what work; where decision making authority lies within the organization;
and what work the prime, subcontractors or teaming partners are performing.

o Details what corporate resources will be available to the contractor team on the ground
for reach back capabilities, best practices, and ensuring the people on the contract have
what they need to perform well.

e Demonstrates an approach to sharing performance and progress against all task orders
and projects in accordance with PWS 4.1.1.

e Demonstrates the management tools to provide PBGC real-time access and visibility to
monitor and track contract deliverables, schedule, cost, and performance.

e Demonstrates the approach to managing PBGC’s requirements through the ITSLCM
framework.

e Demonstrates that quality will be met through the Quality Control Plan.
Subfactor 3.4: Transition

This factor will be evaluated to the extent the Offeror’s draft Transition Plan fully
demonstrates the transitioning of all services to be provided under this contract. The
evaluation will consider the extent to which the plan details all specific actions and
critical steps needed and their expected completion dates with task dependencies for
transitioning-in each system and all of the PWS requirements. The evaluation will also
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examine the extent to which the Offeror elaborates on managing transition issues and
risks to ensure minimal disruption. The evaluation will also examine the approach to
transitioning-out of activities.

Factor 4: Synergistic Approach to Managing Multiple Systems

This factor will be evaluated to the extent to which the offeror demonstrates a holistic approach
to managing related systems to facilitate the sharing of best practices, lessons learned and team
communication to increase efficiencies and management effectiveness and likelihood that it will
lead to cost savings.

This factor will be evaluated to the extent to which the Offeror demonstrates a holistic approach
across task areas to facilitate the sharing of best practices, lessons learned and team
communication to increase efficiencies and management effectiveness and likelihood that it will
lead to cost savings.

The evaluation will consider the extent to which the proposal demonstrates assurance that
corporate best-in-class approaches to Program Management and Project Management will be
disseminated to the project teams throughout the contract duration.

Factor 5: Demonstrated Ability to Perform Requirements Not Included in Task Order (Factor 3)

This factor will be evaluated to the extent to which the Offeror demonstrates its understanding of
the work as it relates to 4.2.2 Execution: Modernization Services (only as it is different from
Execution Services: Enhancement and Maintenance); 4.2.1. Planning Services; and 4.3
Professional Advisory/Consulting Services.

Factor 6: Past Performance

PBGC is seeking to determine whether each Offeror consistently delivers quality products and/or
services in a timely manner with a reasonable degree of customer satisfaction. Therefore, this
factor shall be evaluated on the basis of relevant past performance information contained in the
proposal as well as information from references provided by the Offeror and from any other
reliable source available to the PBGC such as an official past performance database and/or other
government and local agencies (e.g. CPARS, PPIRS, FAPIIS, etc.). In accordance with FAR
15.305(a)(2)(iii), PBGC will take into consideration past performance information of predecessor
companies, key personnel with relevant experience, or subcontractors that will perform critical
functions under this Contract.

For teaming, partners’ past performance will be considered the work that the vendor has
performed that shows that they have the capability to successfully complete the tasks identified
in the solicitation at minimum risk to the government.

The information contained in the proposal shall be used to determine and evaluate the recency
and relevancy of the cited past performance reference contracts. Recent past performance is
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defined as work within the past three (3) years. Relevance is defined as work similar in scope
and complexity to the requirements in the PWS. Relevancy also takes into account the period of
performance, the contract type and the dollar value of the reference contract.

The Offeror’s past performance will be evaluated using the following factors:

o Quality of products and services as well as technical support provided, including
quality of personnel.

« Cost control.

e Timeliness of performance.

o Business relations including problem responsiveness.

e Customer satisfaction.

In the event an Offeror submits more than three references, it will be the Government’s
prerogative as to which three references will be used for evaluation purposes.

As stipulated under FAR Part 15.3, Offerors without a record of relevant Past Performance or for
whom information on Past Performance is not available, the Offeror may not be evaluated
favorably or unfavorably on Past Performance. Thus, Offerors without a record of relevant Past
Performance will be given a “Neutral” rating.

M.4 EVALUATION OF PRICE

Price offers will not be point scored, assigned a numerical weight, nor adjectivally rated. The
IDIQ pricing will be evaluated for overall price reasonableness and completeness using the Price
Schedule in Section B. The individual labor rates will also be evaluated to assess the
reasonableness of the rate. Offerors are cautioned against proposing unrealistically low labor
rates or obvious inconsistencies between the reasonableness of the rates across the requested
labor categories.

The proposed Task Order price proposal will be used to evaluate the offerors’ proposed prices
for the award of the base IDIQ contract. PBGC will evaluate the pricing for the Base period and
all option Periods. Except when it is determined in accordance with Federal Acquisition
Regulations (FAR) 17.206(b) to not be in PBGC’s best interests, PBGC will evaluate task order
offers for award purposes by adding the total estimated price for all options to the total estimated
price for the base year requirement. Evaluation of options will not obligate the Government to
exercise the task order option.

M.5 AWARD ON INITIAL PROPOSALS

Pursuant to FAR clause 52.212-1 Instructions to Offerors — Competitive Acquisition, the
Government reserves the right to award the contract without discussions, based on initial offers.

M.6 EXCHANGES WITH OFFERORS
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Should award be made without discussions, the PBGC may hold limited exchanges defined as
clarifications Pursuant to FAR 15.306, to give offeror’s an opportunity to clarify minor or
clerical errors. The PBGC may hold limited exchanges with offerors before establishment of the
competitive range.

M.7 COMPETITIVE RANGE DETERMINATION

Pursuant to FAR Part 15.306(c), if discussions are held, the Contracting Officer shall establish a
competitive range of the most highly rated proposals. If the number of most highly rated
proposals exceeds the number at which an efficient competition can be conducted, the
Contracting Officer may limit the number of proposals in the competitive range. The PBGC will
provide the Offerors in the competitive range a list of its proposal’s weaknesses. All Offerors
will be required to respond to these weaknesses in writing and provide final proposals.
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